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Foreword

In the project "Research and Development on the Quality Assessment Reference and Testbed
of Machine-Learning /artificial intelligence systems" (JPNP20006) commissioned by the New
Energy and Industrial Technology Development Organization (NEDO), we are developing
Machine Learning Quality Management Guidelines [1] to explain the quality of machine learning.
While developing the guidelines, we have also been researching and developing techniques for
evaluating and improving the quality of machine learning. Although this research and
development is still ongoing, since we have obtained technical knowledge on the quality
evaluation described in the Machine Learning Quality Management Guidelines, we report on the

progress of this research and development for the recent two years (FY 2019~2020).
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1 Introduction

Machine Learning Quality Management Guideline has been developed to clearly explain the
quality of various industrial products using statistical machine learning (Version 2 [1]). The
second edition of the guideline focuses on the nine internal quality characteristics for machine
learning systems (Stability of the trained model, Reliability of underlying software system, etc.),
but techniques for evaluating and improving these internal quality characteristics have not been
sufficiently established yet. This document reports the current results on survey, research, and
development of techniques for evaluating and improving the internal quality characteristics,

which are being conducted for supporting the development of the guideline.
1.1 Overview of this research and development

Figure 1.1 shows the relationship between the machine learning quality evaluation and
improvement techniques (the center yellow boxes in Figure 1.1, the number in each box shows
the chapter number explained in this report) that were researched and developed for the recent
two years (FY 2019~2020). The relations to the phases of the machine learning model lifecycle
and the nine internal quality characteristics are also shown. The techniques are briefly

introduced here, and the details are explained in Chapters 2 ~ 8.
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Figure 1.1 Machine learning quality evaluation and improvement techniques in this report

- Visualization of Machine Learning Models (in Chapter 2) :
To visualize machine learning models from the two points of views, (1) comparison
results between multiple models and (2) the sensitivity of workers (e.g., annotators of
training data, designers of model structures) reflected in the models, we report the
results of a survey on such recent visualizations and our prototype visualization tool

for model comparison.
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- Improving Application of Data Augmentation in Deep Learning (in Chapter 3):
To improve the data-diversity obtained by data augmentation and increase accuracy
and stability in deep learning, we devise new two data augmentation methods with
simple algorithms (FC-mixup and Latent DA) and report the results of their impact on

generalization performance in experiments [2].

- Debug-Testing of DNN Software (in Chapter 4):
To test the presence or absence of defects in training/learning programs, we derive a
light-weight index from the internal index (neuron coverage) in trained DNN models,
and then report the results of several experiments and discuss the usefulness of the

derived index [3].

- Evaluation and Improvement of Robustness (in Chapter 5):
To evaluate and improve robustness of machine learning models, we report on the
results of a survey on methods to measure the maximum safe radius (the maximum
value of noise that can be guaranteed not to cause misclassifications) as a measure of
robustness for input noise including adversarial examples, and methods to increase the

safe radius.

-  Estimation of Generalization Error Upper Bounds (in Chapter 6):
To evaluate the generalization performance of machine learning models, we report on
the results of a survey on methods for estimating the upper bound on the expected
value of the error rate (i.e.,, generalization error) for all inputs, including unseen

samples.

- Adversarial Example Detection (in Chapter 7):
To establish a practical method for detecting adversarial examples, we report on the
results of a survey on the state-of-the-art adversarial example detection methods and
classifies them into four main categories, and then present the results of follow-up

experiments on representative methods.

- Al Quality Management in Operation (in Chapter 8):
To maintain quality of machine learning models during operation, we report on the
results of a survey on detection and adaptation methods for changes in input-data
distribution over time (e.g., concept drift). The results include not only supervised

methods, but also unsupervised/semi-supervised methods.
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2 Visualization of Machine Learning Models

Information visualization is becoming a popular method to support the analysis of the
structure and behavior of machine learning models, which are known as black boxes. We have
started research on a new method for visualizing machine learning models with the following

two objectives:

- Visualization of differences and comparison results between multiple models
» Implementation of visualization based on expressions that are easy for humans to
interpret and understand
- Visualization of the sensitivity of workers (annotators of training data, designers of
model structures) reflected in the model
»  Proposal of new factors that can be used for quality assessment

This chapter first explains the results of a survey of recent machine learning model
visualization methods, and analysis about workers using models. Then we report on an example
of a prototype visualization tool for model comparison developed in 2020, and future

implementation plans.
2.1 Survey on methods to support using machine learning

The basic purpose of visualization methods for machine learning is to improve the
interpretability of models, and this is closely related to XAl (Explainable Al), which has attracted
attention in recent years. There are no definitive definitions or evaluation methods for XAl,
however, many papers about the classification of XAl are published, and we can devise
visualization objectives and methods along these lines. In [4], the approaches to increase

interpretability are classified into four categories:

(1) Total explanation (Approximation of a complex model structure by a simple model)
(2) Partial explanation (Explaining the rationale for decisions about model output results)
(3) Design of explainable models (Creation of readable models at the design stage)

(4) Explanation of the deep learning model (e.g., Highlighting the parts of the image data

that the model recognizes)

Especially (2) and (4) have much room for contribution by visualization. These machine learning
visualization methods are continuously being studied, and the number of survey papers is
increasing due to the diversity of applications and target cases. For example, Hohman et al. [5]
described and classified deep learning visualization methods according to the 5W1H elements.
It also presents several overall directions and issues in the field of deep learning visualization.
Especially "improving interactions for model evaluation” and "improving interpretability
through active human involvement in models” are closely related to our research, which aims to

develop visualization methods for quality evaluation.
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As research on machine learning visualization progresses and becomes popular in the real
world, there is a growing tendency for complex analysis to be performed in a single visualization
view. In the past, visualization methods basically focused on detailed analyses of single models
specialized in either data ([6]) or model structure ([7]). However, in recent years, research has
been conducted on combined visualization methods for data and model structure, as well as
methods that aim to compare multiple models. The number of elements that make up a machine
learning model is enormous, and it takes a lot of time and effort to create visualization results
for the number of models and compare them side by side. Besides, the differences in structure
and accuracy between the models to be compared are often small and features of the models
may be overlooked. Therefore, there is a high need for a visualization method that uses
expressions that emphasize the differences so that the differences can be found efficiently within
a limited screen. (For example, in [8], the pipeline from data input to output, hyperparameter
values, etc. for more than 10 models can be compared on a single screen.)

So far, we have introduced trends and examples of visualization methods regarding the
properties and accuracy of the models themselves. In parallel with this, we have also investigated
how the workers (annotators of training data, designers of model structures) involved in model
creation interact with the models. In fields such as image recognition, models with accuracy
beyond human recognition capabilities have been developed, but there is a persistent suggestion,
regardless of the field, that active human intervention is desirable to improve the accuracy of
models. There are many papers that discuss the following items regarding the relationship

between Al and humans and effective intervention methods in the modeling process:

- Introduction of operations (adjustment and evaluation) to improve the accuracy of the
model in the learning process

- Designing an interface that is easy to use and can maintain the motivation of the
operator

- Collaboration with related fields such as cognitive science and psychology

As an example, Amershi et al. examined the psychological state of workers who were
assigned feedback to evaluate and improve several models [9]. The authors found that the
workers preferred to be able to directly tell the correct processing steps to models. They also
said that workers get more motivated to give more active feedback when they find their actions
are improving the accuracy of the model. Although there seem to be few examples of
visualization of such information about the workers themselves and the impact of each worker

on the model, it can be adopted as a ground for quality assurance as follows:

- Show that their knowledge is sufficiently reflected in the model's behavior when
domain or machine learning experts participated in the creation of the model.
- Indicate which workers' behavior is strongly reflected in the model and use this as a

clue to identify elements (training data, parameters, etc.) that should be adjusted.

Based on the above survey results, we emphasized "comparative visualization of multiple

models" and "visualization of worker sensitivity" among model visualization methods and
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proceeded to design a visualization tool that has both properties.
2.2 Developing prototype of model difference visualization tool

Based on the results of the survey described above, we proceeded with the study and trial
production of a visualization tool specialized for the comparison of multiple models. Assuming
that the main users of this tool would be model designers and considering the possibility that
users who were not familiar with visualization would be included, we combined basic
visualization methods (line graphs, bar graphs, etc.) and implemented them with the policy of
actively linking them (e.g, highlighting related parts). Figure 2.1 shows the overview of
prototype visualization views, which visualize the results of MNIST training and output for two
simple models.
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Figure 2.1 The whole image of the prototype visualization views.

We created the tool on JupyterLab, mainly using the machine learning library PyTorch and
the visualization library Bokeh, so that we could compare the features of the two models:

(1) Network of each model structure

(2) Bar graph of output results for each class
(D Visualization for each model

(2 Visualization of the difference between two models

(3) Scatter plot of output result correlation between two selected classes for each model
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(4) Line graph of accuracy
(5) Thumbnail list of data classified with particularly high (low) confidence

Figure 2.2 shows an example of the results of classifying the output to MNIST for two models.
The horizontal axis represents the class from 0 to 9, and the vertical axis represents the amount
of data. The color-coding of each bar represents the combination of correct (T) and incorrect (F)
answers for the two models, for example, where TF (FT) means that only model 1 (2) correctly
classified. Inmediately after the start of learning (Figure 2.2, left), model 1 had a high percentage
of correct answers in classes 0, 1, and 7, and model 2 had a high percentage of correct answers
in classes 2, 6, and 8, indicating that each model had different strengths. At the advanced stage
of learning (Figure 2.2, right), both models had high percentages of correct answers in many
classes. Besides, model 1 has a high percentage of correct answers, including classes 3, 4, 5, and
7, which model 2 is not good at, indicating that model 1 is more advanced in learning than model
2 at this stage.

Epoch: 0 Epoch: 9
Accuracy rates for each class (comparisor Accuracy rates for each class (comparisor
7000 7000
o . o
6000 T | 6000 Ll |
e LI | fmr
5000 . ET 5000 . ET
4000 W FF 4000 | Bi;
3000 3000
2000 2000
1000 1000
0 0
Trrrrfrrrrfrrrrfrrror T T Trrrrfrrrrfrrrr T rrr T
0 2 4 6 8 0 2 4 6 8

Figure 2.2 Example of comparing the output results of two models

2.3 Future work

In addition to the view shown in Figure 2.1, we will add a view for visualizing the sensibility
of workers. Specifically, we are working on the implementation of (1) time-series visualization
of the work content and accuracy changes in the training process, and (2) visualization of the
degree of effect to the model by the annotator and model designer. For the time being, we will
try to collect and visualize the information of workers based on logs of training and adjustment
tasks for models, so that the input in interactive operations, which would increase the burden
on users, will not be excessive. In addition, for each visualization view, including the two that we
plan to add, we would like to enhance the coordination function and implement expressions that

draw attention to important differences.
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3 Improving Application of Data Augmentation in Deep Learning

In this study, we developed a new data augmentation method, which is widely used in both
basic and applied situations where deep learning is used, and verified its impact on the quality

of deep learning through experiments using benchmark datasets for multi-class classification.
3.1 Purpose

Data augmentation is a technique to increase the number of samples by adding
transformations to those, and it is highly effective in deep learning, which has a tendency to
reduce performance when the number of training samples is small. On the other hand, the
effectiveness of data augmentation strongly depends on data to be used, so data augmentation
methods and the parameters of each method must be selected appropriately. However, the
theoretical analysis of data augmentation is difficult, and the appropriate way to use it has not
yet been established, so it is often used empirically (or conventionally). This leads to
inappropriate use, which impairs the quality of learning.

Therefore, in order to facilitate a move away from the empirical use of data augmentation,
this study focuses on data diversity. Increasing diversity is an intrinsic goal of data augmentation,
and investigating its impact is expected to contribute to a better understanding of data
augmentation and its development. It has been demonstrated in the work of [10] that the
increase in data diversity due to data augmentation has a significant effect on the improvement
of generalization performance. In this study, we propose a new augmentation method to increase
data diversity and verify its effectiveness. Recently, a method called RandAugment [11], which
dynamically applies randomly selected operations from multiple data augmentation operations
during training, has been attracting attention. While this method greatly improves diversity, it is
difficult to use effectively because many hyperparameters need to be adjusted. In this study, we
devised two methods with simple algorithms (FC-mixup in Section 3.2 and Latent DA in Section
3.3). Although the work in [10] also proposes a metric for evaluating diversity, verification using
this metric is our future work, and we only investigate its impact on generalization performance
in the experiments in this study.

In addition, data augmentation is sometimes applied to the input data prior to training, but
in deep learning, data augmentation can be applied each time a sample is input to the model
during training, so it is possible to devise various ways of applying it. The methods in Sections
3.2 and 3.3 make good use of this property and apply data augmentation dynamically to the data

obtained in hidden layers of neural networks.

3.2 Feature combination mixup (FC-mixup)

Mixup [12] is a versatile data augmentation method that can be applied not only to image

data but also to tabular data. It is a method that generates a new sample by linearly interpolating
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two samples using the same ratio of linear interpolation for each of the input values and labels,

as shown in the following equation.

{f = /1xl- + (1 - l)xj
¥=2y;+ (1 - Dy;

Here, (x;, y;) and (x;, y;) represent the input values for the i-th and j-th samples, and 2 is
the mixing rate sampled from the beta distribution. A modification of this method that can be
used in hidden layers of neural networks is called Manifold mixup [13], but both methods have
the disadvantage that they generate samples only in a local area of the data distribution, on a
line segment between two points, and are inappropriate for datasets with distributions in which
the properties of the points on the line segment vary nonlinearly.

Feature combination mixup (FC-mixup) proposed in this study is a method of mixing samples
in a different way from the conventional mixup, and its overview is shown in Figure 3.1. Here,
suppose that two samples A and B in the same batch output features Z, and Zp in a
randomly selected layer. d is the total number of features in the layer, and FC-mixup randomly
extracts and combines dA features from Z, and d(1—A) features from Zp to generate a
new sample Zx. Since a large number of combinations are possible for a single value of 4,
different data can be generated depending on the random number, and thus a wide range of
samples can be generated on the data distribution. FC-mixup is expressed as follows, so we mix

Z, and Zg so that this equation is satisfied.
|ZA N le =dA

This technique of generating new data by combining the parts of two samples is also seen in
Puzzle Mix [14], but it is limited to the input image. A similar technique is used in Adversarial
mixup resynthesis [15], but it is limited to autoencoders, while FC-mixup is designed for more
general use. In this study, we proposed Hybrid1 and Hybrid2, which are a fusion of FC-mixup
and Manifold mixup [13], to further increase the diversity of the generated data. Hybrid1 is a
method that uses either mixup with a probability of 0.5 for each batch, and Hybrid2 is a method
that realizes both methods simultaneously.

randomly selected layer

features

O—za | daxfE

samples

i O 241 i

U O Zag FC-mxup O—» !

i = Ot 24z i I::>

i O ]

e O
>0 o
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Figure 3.1 Overview of FC-mixup
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In order to investigate the performance of FC-mixup, we used several multi-class
classification datasets and compared the test accuracy between the conventional method (no
data augmentation, mixup at the input layer [12], Manifold mixup [13]) and the proposed
method (FC-mixup, Hybrid1, Hybrid2). The model includes WideResNet28-10, ResNet50,
multilayer perceptron (MLP), and small size convolutional neural network (small CNN) were
used as models. In addition to full datasets, experiments were also conducted on reduced data,
which was randomly extracted from 1,000 samples. From the results in Table 3.1, we can see that
the proposed method shows the highest accuracy in most cases. Although some datasets show
lower accuracy than Manifold mixup (ImageNet, reduced CIFAR-10), using FC-mixup as one of

available methods may lead to the improvement of the accuracy.

Table 3.1 Test accuracy for multi-class classification data (underline indicates the proposed method)

CIFAR-10 CIFAR-100 CORE SVHN CAR EVALUATION EPILEPTIC SEIZURE ~ LETTER RECOGNITION
WRN-28-10 WRN-28-10 WRN-28-10 MLP MLP MLP
DEFAULT 96.65 81.15 96.73 92.42 39.18 89.98
INPUT 96.97 83.29 97.10 92.79 46.19 91.01
MANIFOLD 97.16 83.90 97.36 92.98 45.17 91.23
FC 96.81 84.15 97.36 93.87 46.71 91.16
HYBRIDI1 97.19 83.85 97.49 93.42 45.44 91.18
HYBRID2 96.94 83.88 97.66 93.57 46.45 91.42
FuLL SVHN TINY IMAGENET IMAGENET REDUCED MNIST REDUCED CIFAR-10 REDUCED SVHN
WRN-28-10 RESNET50 RESNET50 SMALL CNN SMALL CNN SMALL CNN
DEFAULT 98.39 62.16 76.54 97.37 43.88 77.87
INPUT 98.59 65.94 77.14 97.47 44.45 73.51
MANIFOLD 98.60 67.21 77.26 97.91 46.93 75.55
EC 98.36 66.76 76.81 97.92 45.64 78.60
HYBRIDI 98.61 65.97 76.46 97.93 46.05 77.25
HYBRID2 98.59 67.55 77.06 97.99 45.59 77.57

3.3 Applying data augmentations to feature maps (Latent DA)

Data augmentation is usually applied to the input data, but in neural networks, it is possible
to apply it to outputs in hidden layers. Manifold mixup [13] actually realizes this, but it is
specialized for mixup [12] and cannot handle other operations. Since features are extracted
hierarchically in CNNs so that they become more complex as they approach the output layer, the
effect of data augmentation in various layers chosen randomly for each batch is different and
produces a variety of samples. It is also easy to implement, because data augmentation can be
applied to feature maps in the same way it is applied to the input image.

Examples of actual application of masking and translation to input images and feature maps
are shown in Figure 3.2. Here, samples are input to the model under training, and the images
immediately after applying data augmentation set to the same hyperparameters (mask position
and displacement) in different layers are displayed in the top row with their sizes aligned. The
feature maps of the sample at the last layer before fully connected layers are shown in the bottom
row, and their images are different depending on the layer where data augmentation was applied.

This result shows that applying data augmentation in various layers leads to an increase in the

10
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diversity of the generated data, and that the effect of such a training is different from that when

data augmentation is applied only to the input data.

Example 1 Example 2
input  hiddenl hidden2
data data
augmentation A\ | augmentation
layer 7Y ""\ b layer
|
final final
layer ‘ layer

Figure 3.2 Examples of applying data augmentation to input images and feature maps

obtained at hidden layers.

In order to compare the performance of data augmentation in the input layer with that in
feature maps, we used various data augmentation operations and computed the test accuracy of
the supervised trained models. Here, we trained WideResNet28-10 on CIFAR-10, Fashion-MNIST,
and SVHN (without extra data) datasets for 200 epochs. The results are shown in Figure 3.3. In
each figure, the horizontal axis represents the accuracy [%] of the conventional method (Input
DA) and the vertical axis represents the accuracy [%] of the proposed method (Latent DA). As
can be seen from these results, the proposed method tends to show higher accuracy than the
conventional method, and the proposed method gives higher accuracy even in the case where
the conventional method gives lower accuracy, such as the result using crop. These results show

that diverse samples generated by applying data augmentation to random layers are effective in
improving the performance.

i e Horizontal flip m Crop « Translation Mixup = Cutout © Random Erasing + RICAP o Hflip+Crop |
I e o o o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
97 + 96 — 98.0
96 4 So gt 95 + o g‘;’ 97.5 49 4 -
[ 94 4 ._,' o
95 - . 97.0
< 9t < %7 < |
a . A 96.5
= 934 = E A
5 911 2 96.0
F 2T = 90 4 ~ ass
2.
91 + g9 L
90 4+ g8 | 95.0
89 +—+—A—+—+——+—+—+— 87 —A—t—t—————— 945
89 90 91 92 93 94 95 96 97 87 88 89 90 91 92 93 94 95 96 94.595.095.596.0 96.597.0 97.598.0

Input DA Input DA

(b) Fashion-MNIST«

Input DA

(a) CIFAR-10<« (c) SVHN (core)<

Figure 3.3 Comparison of test accuracy between Input DA and Latent DA
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4 Debug-Testing of DNN Software

In the initial development stage of Deep Neural Network software (DNN software), we ensure
that the required functions and prediction performance are achieved through iterative trial-and-
error processes, in which three viewpoints (elaborating and refining requirements, preparing
datasets for training, and selecting appropriate machine learning models) are considered. This
trial-and-error process corresponds to debugging in conventional program development. In the
case of DNN software, the debugging activities involve generating datasets for debug-testing,
monitoring the training and learning status, and identifying and removing root causes that
hinder the fulfilment of requirements. In the following, we will report on a debug-testing method
investigated in FY2020, discuss the experimental results obtained, and summarize our future

plans.
4.1 Direct cause of failure

A standard method of supervised DNN learning involves two types of programs: training (or
learning), and prediction (or inference). When training data is given and a learning task to
achieve is made clear, a learning model for the target DNN software is selected, and some design
decisions on the method used in the training and learning process is fixed. If we use available
open-source machine learning frameworks, we may set up several parameters of the framework.
The next step is to construct training dataset. Then, we run the training/learning program
(possibly provided by the machine learning framework) with the training model and training
dataset as input, and derive a trained DNN model as a computation result. More precisely, the
training/learning program searches for a set of weight parameter values that define the trained
DNN model uniquely. This trained DNN model defines behavior of the prediction/inference
program.

From a user's point of view, a prediction/inference program is the entity to use. In the case
of a classification learning task, for example, the program calculates certainty levels of
probabilities of classification results for an input data. By examining the output results, we can
determine whether the DNN software works as intended. When the program does not produce
results as expected, we localize possible fault locations and remove them. In other words, we
conduct debugging.

A failure may be occurred due to a flaw somewhere in the information used in the execution
process of the training/learning program, either in the training dataset, the training model, the
learning mechanism, or their combinations. However, direct causes of failure in prediction/
inference results are attributed to the trained DNN model or set of obtained weight parameter
values. While a root cause of failure is somewhere and often not known, the failure is attributed
to a defect in the weight parameter values or the trained DNN model. Thus, from users' point of
view, a certain distortion of the trained DNN model seems a direct cause of the failure [16]. A

method to measure such distortion degrees is needed regardless of the root causes.
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In this chapter, we investigate whether we can detect faults in DNN software with an internal
metric to measure such distortion degrees of trained DNN models. The weight parameter values
in the DNN models are the output of the training/learning program, but there is no direct way to
check its validity, because those expected weight parameter values cannot be known in advance.
If such expected parameter values were known, training/learning could be skipped. We can just
use those known values, as embedded in a trained DNN model, to implement a prediction/

inference program.

4.2 Internal indices

This section first introduces the notion of neuron coverage (NC). We consider a learning
model as a network of neurons. Given a threshold, neurons whose output values exceed the
threshold are said to be activated. When the number of neurons constituting the learning model
is N and the number of activated neurons is A, the neuron coverage is defined as the ratio of
active neurons is (NC = A/N). In [17], NC is assumed to be criteria for test coverages of trained
DNN models; the research work investigates how the choice of input data for evaluation affects

NC values.

Figure 4.1 Trained DNN model.

In this chapter, NC is assumed to be used as an internal index [18] to represent distortion
degrees by appropriately choosing the target neurons to be considered. Figure 4.1 shows a
schematic diagram of the trained DNN model. NCs are defined for the neurons in the final stage
of the middle layer (or the penultimate layer as shaded gray), but not for all the neurons in the
trained DNN model as in [17].

In general, in machine learning techniques, this penultimate layer is often considered to hold
meaningful information. For example, in the case of an image classification task, the early stages
of the model is responsible for the correlation analysis (analysis of patterns of pixel values),
which plays a specific role in algorithms such as image recognition, and their calculation results
are summarized in the penultimate layer. In this chapter, we assume that direct causes of defects
are manifested in this internal layer. Furthermore, various statistical indices can be derived
based on NC values of this layer. We will investigate, through experiments, what derived index is

appropriate depending on test objectives to be investigated.
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4.3 Experiments: method and results

We present the results of several experiments and discuss the usefulness of the internal or
derived indices mentioned in the previous section. First, we show the results of comparative
experiments when a training/learning program (or a learning framework) has faults in it. In the
following, BI is the training/learning program which is a bug-injected version of a probably
correct program PC.

Figure 4.2 depicts the accuracy (the percentage of reconstructed correct answers) for a test
dataset. In the experiments, a classical fully-connected network is chosen as the learning model,
and different number of neurons are placed in the middle layer, which implies that each model
is of different structural capacity. When we have a sufficient number of neurons (50 on the
horizontal axis), there is no significant difference in the accuracy between PC and BI. Thus, it is
difficult to distinguish between the PC and BI solely by examining their accuracy values, and thus
the presence or absence of a defect cannot be identified. In addition to this finding (Figure 4.2),
the results of an experiment to systematically investigate the situation further (Figure 4.3) are
presented below.
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Figure 4.2 Learning models of different capacities.
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Figure 4.3 Relationship with internal indices

Figure 4.3 plots values of the internal index (activated neurons or neuron coverage) on the
vertical axis. Their absolute values, for example, of 10 for Bl and 30 for PC are both around 0.7,
making it impossible to distinguish between BI and PC if we do not take into account the

structural capacity. The indices are not usable to examine the activated states of neurons.
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Therefore, we will study if there is an appropriate indicator to be derived from the internal index

of NC. As a set of data (a sample), in the test dataset, leads to a collection of neuron coverages,
we can obtain some statistics from the sample such as the mean u and variance o2 and
calculate o / . Figure 4.4 shows the case where this derived index o /u is used on the

horizontal axis. From the values on the vertical axis, we can find out which leaning model has

which value by referring to Figure 4.3.
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Figure 4.4 Derived index

Figure 4.4 shows that we can distinguish between the PC and BI. Although the internal index
cannot distinguish between the PC and BI with different capacities (Figure 4.3), a derived index

of o /p candiscriminate between the PC and Bl. We can see that the neuron coverage basically
contains a piece of useful information.
Next, Figure 4.5 is a scatter plot of classification probability using corrupted data for the

evaluation; the horizontal axis refers to the classification output by the Bl and the vertical one
by the PC.
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Figure 4.5 Classification certainty for corrupted data.

In Figure 4.5, a /\ represents an output value for corrupted data, which is supposed to be

distributed on the dotted line passing through the origin, if we assume that the PC and BI output

the same value for the same data. In fact, it can be seen that [ selected from the test dataset
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(without any corruption) mostly arranged on the dotted line. On the other hand, corrupted data

(A\) are distributed along the solid line, indicating that the PC is a better classification certainty

than the BI. It implies that the BI, containing bugs in it, is less robust, although the accuracy
remains the same as that of PC (Figure 4.2).

The following experiment confirms that differences in robustness can be detected by using
an internal index (Figure 4.6).
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Figure 4.6 Differences in internal indices

The corrupted data described above were input, and the internal index for each input was

plotted on the horizontal axis. The [] distributed in a group on the right side shows the results

of PC,and the <> distributed in a group on the left side shows the results of BI. The scatter plot
shows that (1) the value of the internal index of PC is large, and (2) the correlation between the
internal index and prediction probability (certainty of classification) is negligible (0.033). Next,
we calculate o / u, which is 0.0876 for PC and 0.2183 for BI. Figure 4.6 shows results that

corrupted data affect the robustness, and that the value of o / u is considered to have

correlations with the robustness.

Next, we conducted experiments to investigate how distorted training data affect the trained
DNN model. We plotted the accuracy for a test dataset common to all the cases. Thus, differences
in the vertical axis indicate a certain difference (distortion degree) in the training dataset used
for obtaining the trained DNN model (Figure 4.7).
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Figure 4.7 Differences in training datasets.
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Figure 4.7 shows the two independent series for the PC ((1) and BI (). From top to bottom

in a series of each measured points (from better to worse accuracy), a training dataset with a
larger distortion is used. Because the test dataset is common, the data shift of the test data is
relatively larger as the distortion degrees in the training data is larger. Furthermore, the accuracy

decreases as the shift becomes large. Figure 4.7 also shows that the value of the horizontal axis

(o / 1) is clearly different between the PC (LJ) and BI (<>). It can be confirmed that the accuracy

and the robustness suggested by the o/ values are two independent perspectives.

From the above (Figure 4.7), the distortion in training dataset can be examined by the
method based on the accuracy. As is done in practice, the method based on the accuracy is useful
when checking the training dataset quality. On the other hand, if there is a possibility that other
factors such as faults in a training/learning program are involved (multiple defects are assumed),

itis desirable to examine the values of the internal and derived indices ( o / £ ) at the same time.

4.4 Related work

Neuron coverage (NC) is a simple quantitative measure introduced in DeepXplore [17] as a
test coverage metric. In conventional software testing, test coverage is defined in terms of the
basic block of program codes, which is the statements executed by a given test input data. A
program is represented as a Control Flow Graph (CFG) whose nodes refer to executable
statements. In the simplest case, the criterion is whether or not a node in the CFG is contained
in an execution path induced by an input test, i.e.,, whether or not the statements are executed.
As a DNN model is represented as a network, a kind of graphs, metrics similar to those for CFG
can be introduced. The neuron coverage concerns whether neurons located at nodes are
activated (output values of these neurons exceed a specified threshold), which is comparable to
the CO criterion defined on the CFG. DeepXplore assumes that high NC values refer to the
situations where high percentage of neurons are exercised by input data, and discusses how to
generate new test input data to increase the NC values.

Neuron coverage would be a straightforward idea analogous to the conventional test
coverage criteria. Later, satisfying the criteria, to achieve 100% in terms of NC, is found
empirically not difficult. New metrics are proposed to take into account correlations among
multiple neurons or those in different layers [19], which may be comparable to more elaborated
coverage metrics, such as C1 or the others, in conventional software testing.

The original NC is simple and easy to use as a metric to guide or control automated test
generation processes. Usually, a classical data augmentation method picks up a seed data, from
which a series of new data is to be generated by pre-defined data transformation algorithms.
New test data are successively generated until the accumulated NC values is saturated. When
reached the situation where no increase in the NC is seen, the generation method switches a seed

data to new one and continue the process [20]. The classical data augmentation method can be
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replaced by other approaches such as test input generation based on GAN [21]. Test generation
method using GAN with a help of NC is reported in [22]. Although it is a simple metric, NC is now
considered as a practical criterion to control the automated test generation process (coverage-
guided test generations).

Some of early works on testing pre-trained DNN models adapt application-specific
properties as software test oracles; the DNN models for regression tasks in the auto-pilot car
application [20][21] use the calculated steering angle as the oracle. There is also a research work
[23] to investigate whether test inputs to increase the NC values are useful for detecting faults.
The usefulness of NC is dependent on what are considered failures. The work [23] also indicates
that the correlation between NC and external indices such as the accuracy is weak. In this chapter,
based on this observation that the correlation between the two is weak, an internal index based
on the NC is used for the test, which is not contradictory to the discussion in [23], but rather in
the same direction. Note that the test coverage is a criterion for terminating testing, while
detecting faults depends on whether the test input data executes corner cases. These two notions,
the test coverage and corner cases, refer to different aspects. In fact, it has been reported that
the enhancement of coverage does not necessarily leads to the improvement of the efficiency of
fault detection in conventional software testing. The same findings would be applicable to cases
of DNN testing.

In this chapter, we use the NC value as a simple test index, from which a sort of distortion
degrees in trained DNN model is derived [16][18]. Our approach is based on a view that faults
in DNN models appear as inappropriate NC values, whereas existing works use NC as a criterion
for the test coverage. In our experiments, we were able to examine the reliability of the training
and learning programs and the robustness of the trained DNN models. These are two primary

concerns in debug-testing.

4.5 Conclusion

In this chapter, we used an internal index based on the neuron coverage (NC) defined on the
penultimate layer for representing a sort of distortion degrees in trained DNN model. The NC is
a scalar and easy to measure, and thus can be used as a light-weight test index. It, however,
discards the information about the individual activated neurons, and thus lacks useful
information. In fact, Kim et al. [24] proposes a method to estimate the distribution of activated
neuron and to discuss the usefulness of input data for testing. Distribution on such neuron values
may be considered to have rich information. In future, we will study how to debug training

dataset by making use of such distribution information.
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5 Evaluation and Improvement of Robustness

In this chapter, robustness means the ability that a machine-learned model keeps correct
output even when noise is added to input (including adversarial examples). For example, it
evaluates how much noise can be added to the model without changing the correct results. One
of the measures of its robustness is the maximum safe radius (MSR). In this chapter, we explain
adversarial example and the maximum safe radius in a classifier based on a feedforward neural
network, and then report the results of a survey on techniques for estimating and increasing the

maximum safe radius.
5.1 Robustness measure (maximum safe radius)

It is well known that machine-learned models on inference programs mis-classify input data
even when very small perturbations are added. Such perturbated data are called adversarial
examples [25], and adversarial examples have been actively researched in recent years. The set
Advg(x) of all adversarial examples contained in the §-neighborhood (inside the sphere of
radius § € R, where R is the set of real numbers) of the input data sample x € R" is defined

as follows:
Advs(x) ={x'|lx—=x"lI<8 N f(x) # f(x)}

where f(x) is a function representing the machine-learned model that takes the input sample
x and return the classification, and ||x — x'|| is the distance between two data samples x and
x'. The p-norm is often used to define the distance.

Output space

Original image

Input space

Neural network

L o)

It is mis-classified by
a small perturbation.

Perturbated image
(Adversarial example)

Figure 5.1 An adversarial example from an image of a panda, which is mis-classified into a gibbon

Adversarial examples are explained by Figure 5.1. The left side in Figure 5.1 shows the input
space to the neural network and the right side shows the output space from the neural network.
The center of the red sphere in the input space represents an original input image of a panda,

and the inside of the sphere, whose radius is §, (i.e,, d-neighborhood of the original image)
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represents the set of perturbated images obtained from the original image by adding noises
whose sizes are less than §. The set of outputs from the neural network for all the input images
in the &-neighborhood corresponds to the red region in the output space on the right. Here, a
part (lower-right) of the red region in the output side is beyond the decision boundary and is
mapped into the region of gibbons. It means misclassification, and the input images mapped to
the lower-right part are adversarial examples.

If there is no adversarial example in the §-neighborhood of the input data x (i.e., inside the
sphere whose radius is § and center is x), then § is said to be the safe radius of x. Then, the

maximum safe radius of x, denoted by MSR(x), is defined as follows:
MSR(x) = max {J§ | Advs(x) = 0}

When the maximum safe radius of x is large, it is difficult to generate adversarial examples.
Therefore, the maximum safe radius can be used as a measure of the robustness to input
perturbations, including adversarial examples, of machine-learned models.

Theradius § inFigure 5.1 is not a safe radius because some perturbated input images inside
the &-neighborhood are misclassified into gibbons. On the other hand, § in the following
Figure 5.2 is the maximum safe radius because all the input images inside the §-neighborhood
in Figure 5.2 are correctly classified.

Output space

Original image

Input space

Neural network

y input Output
5-neighborhood =N Py A Py AA Py 4 [ I
(' Gibbon )
There is no misclassification.

Figure 5.2 The maximum safe radius &

5.2 A survey on methods for evaluation and improvement of robustness

Table 5.1 shows recent research papers on methods for evaluation and improvement of
robustness, where each small box in the table represents a research paper with reference and
the information on neural networks used in the experiments for evaluating the methods
proposed in the paper. The information is useful for comparing applicable scales of the methods.

Table 5.1 is categorized by the following perspectives:
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Table 5.1 Methods for evaluation and improvement of robustness (MSR: Maximum Safe Radius)

Evaluation of robustness Improvement of robustness
Rigorous estimation of MSR
Katz et al. 2017 (Reluplex) [26]
ACAS-XU-DNN, 300 ReLU nodes
6 hidden layers,
= (Limitation: hundreds of nodes)
<
3
7 Tjeng et al. 2019 [27]
CIFAR-10, ResNet, 9-CNN, 2-layer,
107,496 ReLU units,
100~1,000 times faster than Reluplex
Estimation of a lower bound (LB) of MSR Training by detecting all the adversarial exes
Weng et al. 2018 (Fast-Lin) [28] Wong and Kolter 2018 [33]
CIFAR, 6-layer, 12,288 ReLU units SVHN (32x32x3), 2-conv, 32-ch,
e g About 10,000 times faster than Reluplex 100, 10 hidden units, ReLU,
'::’:-1 g (Non-applicable to ImageNet)
& S | [ Boopathy etal. 2019 (CNN-Cert)[29]
= CIFAR-10 (32x32x3), 5-layer,
10 filters, 29,360 hidden nodes,
%> Faster than Fast-Lin
E' Estimation of a probabilistic LB of MSR Randomized smoothing after training
%‘ Weng et al. 2019 (PROVEN) [30] Lecuyer atel. 2019 [34]
CIFAR, 5-layer, CNN, ReLU ImageNet (299x299x3),
o almost same as CNN-Cert Inception-v3 + auto-encoder
2
=
= Cohen atel. 2019 [35]
1]
g ImageNet (299x299x3),
ResNet-50 (50-layer)
Tighter certification than Lecuyer [34]
Estimation of an upper bound (UB) of MSR Training by detecting near adversarial exes
Carlini and Wagner 2017 [31] Madry et al. 2018 [36]
ImageNet (299x299x3), CIFAR (32x32x3),
< Inception-v3 28-10 wide ResNet
g
g Estimation of an approximation of MSR
2 Weng et al. 2018 (CLEVER) [32]
ImageNet (299x299x3),
ResNet-50 (50-layer)
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- Columns in Table 5.1 (application):
»  Evaluation of robustness by estimating MSR
» Improvement of robustness by increasing data samples with a specified MSR
- Row in Table 5.1 (certification and strictness):
»  Certification of no existence of adversarial examples in §-neighborhood
< Rigorous estimation of MSR
<~ Approximative estimation of MSR
® Deterministic (no adversarial example exist)
® Probabilistic (the probability of no adversarial example is p%)

» No certification of no existence of adversarial examples in §-neighborhood

The methods in Table 5.1 are explained in the following Subsections 5.2.1~5.2.7.

5.2.1 Certified and rigorous evaluation of robustness

Katz et al. [26] proposed a method, Reluplex, to verify that a machine-learned model satisfies
given properties. A demonstration tool that implements the method Reluplex has also been
released. Properties are constraints on input-output relations of machine-learned models, and
Reluplex can exhaustively and rigorously (soundly and completely) verify that there is no
adversarial example in the §-neighborhood of the input data sample. Therefore, the maximum
safe radius (MSR) can be estimated by checking the existence of adversarial examples by
changing the radius § with binary search. Reluplex is an extended Simplex method (one of
solvers for linear programming problems) with rules for the ReLU function and it is implemented
by a satisfiability-checking tool (SMT-Solver) with a module for the theory of real numbers.
Reluplex is a powerful tool to verify properties in addition to robustness, but the computational
cost is expensive and the number of neurons it can verify is a few hundred ReLUs at most.

Tjeng et al. [27] proposed an efficient method for estimating maximum safe radii. Then, they
implemented the method on a mixed integer linear programming (MILP) solver and
demonstrated that the tool can exactly estimate the maximum safe radii of a neural network with
100,000 ReLU-type neurons. Although it is still difficult to apply the rigorous solver-based tools
to practical large-scale machine-learned models, the scalability is being improved.

5.2.2 Certified, approximative, and deterministic evaluation of robustness

Weng et al. [28] proposed a method, Fast-Lin, to approximate the maximum safe radii of
ReLU-type neural network. Fast-Lin linearly approximates the output region with a polytope and
estimates an approximation 6 that is slightly smaller than the maximum safe radius, as shown in
Figure 5.3. It is guaranteed that there is no adversarial example inside the §-neighborhood
because the approximation 6 does not exceed the maximum safe radius (i.e. sound). It means &
is a safe radius and is a lower bound of the maximum safe radius (§ < MSR(x)). It was reported

that Fast-Lin is 10,000 times faster than the rigorous method Reluplex by approximative convex
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outer polytopes.
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a lower bound of MSR a convex outer polytope

Figure 5.3 An approximation § that is slightly smaller than the maximum safe radius (MSR)

Boopathy et al. proposed CNN-Cert, which is an improved version of Fast-Lin [29]. CNN-Cert
also supports convolutional networks including not only the activation function ReLU but also

sigmoid, tanh, and arctan, and it improves approximation accuracy and is faster than Fast-Lin.

5.2.3 Certified, approximative, and probabilistic evaluation of robustness

Weng et al. [30] proposed a method, PROVEN, to approximate probabilistic maximum safety
radii. As shown in Figure 5.4, the probabilistic maximum safe radius § with a probability p
means that there is no adversarial example inside the §-neighborhood with a probability p.In
other words, it permits the existence of adversarial examples with the probability (1 — p).
PROVEN has been developed based on CNN-Cert, and the computational complexity has not

significantly increased from CNN-Cert.

Output space

Original image

Input space

Neural network

§-neighborhood

There is no adversarial example with p It permits mis-classification with (1 — p)

Figure 5.4 An approximation & that is slightly smaller than the probabilistic MSR with p
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5.2.4 Uncertified evaluation of robustness

Carlini and Wagner [31] proposed a method to detect the (almost) closest adversarial
example to the input data sample x and estimate the distance § as an approximative
maximum safety radius by using an existing optimization tool (Adam). However, it is not
guaranteed that the distance § estimated by the method is the shortest distance to the
adversarial example, and there is a possibility that there are adversarial examples closer than
the distance. In other words, it is an upper bound of the maximum safe radius (MSR(x) < §).
Although it is not guaranteed that the distance 6 estimated by the method is a safe radius, it is
often used for evaluation in recent papers on robustness as a measure of the maximum safe
radius.

Weng et al. [32] proposed the method CLEVER to estimate an approximate maximum safe
radius as an evaluation measure of robustness independent of attack methods. It was reported
that the method could be applied to relatively large neural networks and the image recognition
model Inception-v3 was evaluated in about 10 seconds. The method estimates an approximative
maximum safe radius based on the maximum effect in output caused by small changes in input,
where the maximum effect is approximated by the extreme value theory. As shown in Figure 5.5,
the estimated value § can be larger than the maximum safe radius, and thus there is a
possibility that adversarial examples exist inside the §-neighborhood (i.e,, it is not guaranteed
that & is the safe radius).

Original image - Output space

Input space

Neural network

4 input Output

6-neighborhood

L ‘, Gibbon )

Figure 5.5 An approximation of the maximum safe radius (uncertified)
5.2.5 Certified, approximative, and deterministic improvement of robustness

Wong et al. [33] proposed a method (robust training) to train such that the maximum safe
radius of each data in the training dataset to be a specified value §. Although this method does
not guarantee that the maximum safe radius § is obtained for every training data sample after
training, it also gives a method to estimate an approximative value (a safe radius) of the
maximum safe radius for each input data sample. In the robust training, neural networks try to
learn such that they correctly make inferences for not only training data samples but also the §-

neighborhood of every sample.
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A sketch of the robust training is shown in Figure 5.6, where the black dotted line in the
output space represents the decision boundary learned by a normal training, and the red solid
line represents the decision boundary learned by the robust training. The six training data
samples in the input space are correctly classified by both the boundaries, but some data in the
&-neighborhood of each sample are misclassified by the dotted boundary (normal training). On
the other hand, data in the §-neighborhood of each sample are also learned in the robust
training as shown in the red boundary. The robust training can guarantee some safe radii, but it
is difficult to apply the training to practical large scale neural networks due to the low scalability.
Wong et al. [33] reports that the robust training was successfully applied to the datasets of
images, MNIST (28 x 28) and SVHN (32 x 32) but was not applicable to ImageNet (256 x 256).

: l

Neural network
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® |

Input space Output space

Figure 5.6 Robust-trining by input data with §-neighberhood

5.2.6 Certified, approximative, and probabilistic improvement of robustness

Lecuyer et al. [34] proposed a method to estimate maximum safe radii that can be
probabilistically guaranteed by randomized smoothing. In the randomized smoothing, the
inference for the same input is repeated in a neural network where a noise layer is added after
training, and the final output is the average of the outputs obtained by the repeated inferences.

A sketch of the randomized smoothing is shown in Figure 5.7, where the black dotted line in
the output space represents the decision boundary without randomized smoothing, and the red
solid line represents the decision boundary with randomized smoothing. The randomized
smoothing of Lecuyer et al. [34] improves robustness by smoothing decision boundaries with
certification of safe radii and has been successfully applied to guarantee the robustness of
machine learned models for large-scale input data such as ImageNet (299 x 299 X 3). When the
variance of the added noise is increased, the guaranteed safe radius also increases, but on the
other hand, the correctness (e.g., accuracy) decreases. Lecuyer et al. [34] applied the technique
of differential privacy, where the output for two similar inputs is made statistically
indistinguishable, to clarify the relations between certifiable approximative probabilistic
maximum safe radii, the standard deviation of noise, the number of inferences, and so on.

Cohen et al. [35] proposed a randomized smoothing based method that can estimate tighter

certifiable approximative probabilistic maximum safe radii than one of Lecuyer et al. [34].
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Although randomized smoothing needs repeated inferences (tens or hundreds of times
experimentally) for an input, it can probabilistically guarantee robustness even for large-scale

networks.

Neural network

C

CINC |
A

noise for smoothing

Figure 5.7 Improvement of robustness by randamized smoothing

5.2.7 Uncertified improvement of robustness

Madry et al. [36] proposed a method (adversarial training) to train such that maximum safe
radius of each data in the training dataset to be a specified value §. In the adversarial training,
samples to be potentially adversarial examples in §-neighborhood are detected during training
and are also used as training data. Compared to the robust training of Wong et al. [33], the
adversarial training cannot guarantee robustness, but it is more applicable to larger networks.
In addition, compared to randomized smoothing, the adversarial training does not require

repeated inferences.

5.3 Conclusion

In general, improvement of robustness tends to decrease accuracy, and currently accuracy is
often more important. However, if robustness is not considered, accuracy may rapidly decrease
even by small input perturbations. Therefore, robustness is important in critical systems. The
methods related to the maximum safe radius, which is a measure of robustness, explained in this
chapter have been proposed recently, and environments for applying such methods have not
been established well yet. Since such methods have been experimentally applied also to practical
machine learned models, we think that the maximum safe radius can be one of measures of

robustness in a few years.
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6 Estimation of Generalization Error Upper Bounds

In this chapter, we report the results of a survey on techniques for estimating the
generalization error upper bound in feedforward neural networks, especially classifiers, for the

purpose of guaranteeing the behavior of machine learned models for unseen input data.
6.1 Generalization error upper bounds

In this chapter, we focus on classifiers based on feedforward neural networks, as shown in
Figure 6.1, where it is assumed that there exists a correct classification class y € Y for each
input data sample x € X, and sample data (x,y) are according to the distribution D. A trained
neural network is a function h from the input space X to the output space Y. In this chapter,
the function h is called a hypothesis. A neural network can represent various hypotheses by
adjusting parameters (weight matrix, etc.), where the set of representable hypotheses is denoted
by H. Therefore, training is to select a hypothesis h from a set of hypotheses # that fits the

training dataset by a training algorithm.

Ex. All the images of hand-written numbers
( Whole distribution: D)

Hypothesis h Generalization error
Whole data (Machine learned model) L(h)

U . .
Generalization gap

Ex. Samples of hand-written numbers
(5~D™)
A

O O
Empirical error

Dataset ( Size: m )

Figure 6.1 Generalization error and empirical error

Then, the generalization error L(h) of the hypothesis h (a classifier) is the expected value

of the error rate for all input data according to distribution D, and is defined as follows.
L(h) = IE(x,y)~D[l(h' (x, Y))]

where l(h, (x, y)) is the loss function, which returns 0 if the inference h(x) matches the
correct output y for the input x and return 1 otherwise (i.e., 0-1 loss function).

0 ifh(x)=y
1 otherwise

l(h, (x, y)) = {

The empirical error Lg(h) of the hypothesis h is the error rate of the inferences h(x) for

m input data samples x in the dataset S~ D™ , which is according to distribution D.
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1
= l (h, (x, y))
(x,y)es

Zs (h) =

Especially, if S is the training dataset, then Lg(h) is also called a training error.

In general, it is difficult to exactly calculate the generalization error because there are
numerous input data in the input space, but various estimation methods of generalization error
upper bound, which guarantee that the generalization error is probabilistically less than the
upper bound, have been already proposed. Valle-Pérez and Louis [37] presented a table (Table 1
in the paper [37]) of classified generalization error upper bound estimation methods according

to their application conditions.

Table 6.1 A classification of generalization error upper bound estimation methods (Table 1 in [37])

Data independent Data dependent
c
2.
§: VC dimension-based bounds Rademacher complexity-based bounds
> ; By VC dimension that is a complexity By Rademacher complexity of hypothesis
09
= 2 measure of hypothesis set. set and dataset.
= |4
318
— o
= @
(=9
(¢}
!
e Structural Risk Minimization-based bounds
Q
% - By dividing a hypothesis set with non-uniform convergence into countable hypothesis
S subsets with uniform convergence and by applying a complexity measure to each subset.
=
2.
=
§ Margin-based bounds
3 By the output margin and norm of weight
2 matrix in a trained hypothesis
%
% Sensitivity-based bounds
= @
cg By the insensitivity to noise and norm of
% weight matrix in a trained hypothesis
3
=
_cc% Compression-based bounds Stability-based bounds
% By the dependency of a trained hypothesis By the stability of the randomized training
% o to training dataset algorithm to training dataset
g
= Marginal likelihood-based bounds
By the marginal likelihood of the prior
distribution of hypotheses

Table 6.1 shows the estimation methods, which are classified in the same perspectives in
Table 1 of Valle-Pérez and Louis [37]. The estimation methods in the upper part of Table 6.1 are
basic and can be applied without any conditions on training algorithm, but the accuracy of the

estimation is low (i.e., the difference between the generalization error and the upper bound is
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very large) because it estimates the generalization error for the worst hypothesis in the
hypothesis set. On the other hand, the estimation methods in the lower-right part of Table 6.1
impose some conditions on their application (e.g., the stochastic gradient descent method must
be applied, and it must achieve zero training-error), but the accuracy of the estimated upper

bound is higher.

6.2 Generalization error upper bound estimation methods

In this section, we briefly explain each generalization error upper bound estimation method
in Table 6.1. For more details, refer to the paper [37] by Valle-Pérez and Louis.

6.2.1 Vapnik-Chervonenkis-based bounds

One of basic generalization error upper bound estimation methods is based on the VC
(Vapnik-Chervonenkis) dimension [38]. The VC dimension VC(J) is a complexity measure of
the hypothesis set H, which is the maximum number of data that can be divided by #. For
example, the VC dimension of the hypothesis set of a linear classifier with n-dimensional inputs
is n + 1. Although it is difficult to calculate the exact VC dimension of neural networks, their
approximations and upper bounds can be estimated efficiently [39].

The generalization error upper bound can be estimated by the following inequality [37]
using the VC dimension VC(#) of the hypothesis set H prepared as candidate hypotheses.
This inequality holds with probability (1 — §) for any training data set S~D™ (size: m) and
any hypothesis h € H.

1
L(h) < Ls(h) + 144 vewn | lr;f

When the parameter § is close to 0, the probability of this inequality is close to 100%, but
the right side becomes infinitely large. Therefore § must be set to a appropriate value. For
example, if § is setto 0.01, it can be guaranteed with probability 99% that the generalization
error L(h) isless than the value on the right side of the above inequation.

Most of the generalization error upper bound estimated based on VC-dimension exceed
100% because it considers the case that the worst hypothesis is selected from the hypothesis
set H (determined by the structure of the neural network, etc.). Therefore, it is difficult to use
it to evaluate the generalization performance of hypotheses (machine learned models).

It is noted that VC(H) becomes infinite and cannot be given an upper bound if the
hypothesis set H{ does not have the uniform convergence property, where the uniform
convergence means that if sufficiently many training data samples are prepared then the
difference between the generalization error and the training error can be sufficiently small for
any hypothesis h € H. Since the hypothesis set does not always have the uniform convergence

property in practical machine learning, the generalized error upper bound estimation method
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for non-uniform convergence is explained in Subsection 6.2.3.
6.2.2 Rademacher complexity-based bounds

The Rademacher complexity [38] is the complexity R(S,H) of the hypothesis set H for
the dataset S. The complexity R(S,H) is the expected value of the supremum of the difference
between the two empirical errors |L51(h) - Lsz(h)| for any hypothesis h € ', when the
dataset S is randomly divided into two subsets S; and S,.

The generalization error upper bound can be estimated by the following inequality [37]
using the Rademacher complexity R(S,H). This inequality holds with probability (1 — §).

4
211’13

L(h) < Ls(h) + 2R(S,H) + 4c

where ¢ is a constant. Since the training dataset S is considered, the Rademacher complexity
bounds are lower than the VC dimension bounds. But since the hypothesis (the machine learned
model after training) is not considered, most of the generalization error upper bound exceed
100%. It is difficult to use the Rademacher complexity bounds to evaluate the generalization

performance of hypotheses by the same reason as the case of the VC dimension bounds.
6.2.3 Structural Risk Minimization-based bounds

The structural risk minimization (SRM) can be used for estimating the generalization error
upper bound if a hypothesis set ' can be countably divided into hypothesis subsets H; with
uniform convergence (i.e, H = U;eyH;), namely H has the non-uniform convergence
property which is sufficiently practical.

In the structural risk minimization for a hypothesis set { with non-uniform convergence,
the generalization error upper bound can be estimated by the following inequality [37] using
each hypothesis subsets H;. This inequality holds with probability (1 — &) if the training error
of the hypothesis h is zero (i.e., Lg(h) = 0).

h <1 1 ! 1 .
L( )_E(HW-FCL(S)-F ng)

where P;(h) isthe distribution function of the hypotheses h in the hypothesis subset #;, and
C;(S) isthe arbitrary complexity measure of #; and the training dataset S.For example, since
H; has the uniform convergence property, C;(S) can be instantiated by the VC-dimension
VC(;), the Rademacher complexity R(S,H;), and so on.

Generalization error upper bounds for practical hypothesis set H with non-uniform
convergence can be estimated in the structural risk minimization. However, most of the
generalization error upper bounds exceed 100% by the VC dimension or the Rademacher

complexity. It is still difficult to use it to evaluate the generalization performance of hypotheses.
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6.2.4 Margin based bounds

The output margin is the difference between the largest output of the neuron and the second
largest output of the neuron in the output layer. Even if two hypotheses have the same empirical
error, the hypothesis with larger margins can be more robust for noise than the other one. The

empirical error Zs_y(h) considering such output margins is defined as follows.

- 1
Ly =— > 1,(h (),
(x.y)es
where y is a threshold of output margins and ly(h, (x, y)) is the loss function with margin

defined as follows.

L(h (7)) = {0 if h()ly] <y + maxh(0)ly’]
1 otherwise

where, h(x)[y] is the output value of the neuron assigned to the class y € Y in the output
layer of the neural network (i.e, h(x) = argmax,ey(h(x)[y]) ). In the empirical error Es_y (h)
with margin, even if the output value of a neuron assigned to the correct class is larger than the
maximum output value of the other neurons, if the difference (output margin) is less than the
threshold vy, itis counted as a misclassification.

In the margin-based bounds, the generalization error upper bound can be estimated by the
following inequality [40][41] using the margin-threshold y and the weight matrix w, where
h,, is the hypothesis derived from w. This inequality holds with probability (1 — §).

" 112
(42 e, (2 w; ++/2 ln(Zd))) Lalwilly x 2, ||||:sz||||1; +In (%)
/ ill2

y?m

L(hw) = ZS,y(hw) +

where d is the number of layers, w; is the weight matrix to the i-th layer, and w; is the
number of elements in w;. Note that ||w||, is the spectral norm of matrix w, and ||w||r is the
Frobenius norm of w.

The second term on the right-hand side of the inequality shows that the generalization gap
(the difference between the generalization error and the empirical error) decreases as the
margin threshold y is increased. On the other hand, the first term Zs,y (hy,) of the right-hand
side increases with y. They mean that the generalization errors of hypotheses that have larger
output margins become smaller, which is consistent with the empirical results. In general, since
the margin-based bounds also often exceed 100%, itis difficult to apply the bounds to absolute
evaluation of generalization performance, but the threshold y is useful as a generalization

measure [40] for relative evaluation of generalization performance.
6.2.5 Sensitivity-based bounds

The sensitivity-based bound is a special case (for the Gaussian noise on weights) of the PAC-
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Bayesian bound. In the PAC-Bayesian bounds, the amount of information that a hypothesis has
obtained from the training dataset is estimated from the difference (called the KL-divergence)
between the two (prior and posterior) probability distributions of parameters before and after
training. Therefore, since the KL-divergence implies the dependency of the trained hypothesis
to the training dataset.

In the sensitivity based bounds, when the Gaussian noise V' (0,0?), whose mean is zero and
standard deviation is o, is added to each weight-parameter in w after training (w: the number
of parameters), where each parameter is randomly initialized by the Gaussian noise N'(0,5?)
before training, the upper bound of the expected value of the generalization error L(h,,,,) with
noise u can be estimated by the following inequality [40][42] using the expected value of
empirical (training) error Lg(h,,,,) withnoise u and the standard deviation ¢ of noise. This
inequality holds with probability (1 — §).

- 1 (|lwl|? 2m
IE:u~J\f(0,aZ)“’ [L(hw+u)] < IE:u~J\f(0,z72)“’ [Ls(hw+u)] + 4‘\/% (# + In T

where w is the number of weigh-parameters.
The first term on the RHS (right-hand side) of this inequality can be approximated as the
average of several measurements of the empirical error Lg(h,,,,) under the Gaussian noise u,

as shown in Figure 6.2.
Noise Noise Noise

Dataset
Input
S3X ————d

Figure 6.2 The measurement of the empirical error with the Gaussian noise

Output
_— hoy g (%)

The second term on the right-hand side of the inequality shows that the generalization gap
decreases as the standard deviation ¢ ofthe noise is increased. On the other hand, the first term
on the RHS increases with the noise 0. They mean that the generalization errors of hypotheses
that are more insensitive to noise become smaller, which is consistent with the empirical results.

The sensitivity-based bounds also often exceed 100%. Figure 6.3 shows an example of
expected generalization error upper bounds (i.e., the RHS of the inequality (*;)) estimated by
the sensitivity-based method for a simple feedforward neural network, where § = 0.1. The
neural network consists of fully connected three layers, where the input layer has 28 x 28
neurons, the hidden layer has 64 neurons with ReLU, and the output layer has 10 neurons with
Softmax, and it was trained on the MNIST (brightness: [0,1] for each pixel) dataset, whose size
is 54,000. As shown in Figure 6.3, the estimated upper bounds exceed 100%, for example, the
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expected generalization error upper bound (i.e., the RHS of (*;)) is 323% when ¢ = 0.05.
Therefore, it is difficult to directly apply the bounds to absolute evaluation of generalization
performance. However, similarly to the margin threshold y explained in Subsection 6.2.4, the
standard deviation o which increases the expected training error with noise to a constant value
er (e.g.,if e; =10% then ¢ = 0.05 in Figure 6.3), is also useful as a generalization measure

[40] for relative evaluation of generalization performance.

1000
Expected generalization
error upper bound
100
N
S —
o Expected training error,
2 with noise
i
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0.01 0.1 1
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Figure 6.3 An example of expected generalization errors estimated by the sensitivity-based method
6.2.6 Compression-based bounds

In the compression-based bounds, for a hypothesis h trained by using a training dataset S,
it is necessary to divide S into a dependent subset T, and an independent subset V), (S =
Ty, U V},) such that the following two conditions are satisfied:

- The hypothesis h depends only on the dependent subset T},
-  The empirical error of h for the independent subset V,, (i.e., th(h) = 0)

For the hypothesis h, if the training dataset S (size: m) canbe divided into a dependent subset
Ty, (size: k) and an independent subset V; (size: m — k), then the generalization error upper
bound can be estimated by the following inequality [40] using the size k of the subset T}. This
inequality holds with probability (1 — §).

m

8k
L(h) <—1In
m 6

The right-hand side shows that the generalization error upper bound becomes small by
reducing the dependence (k/m) of the hypothesis h on the dataset S. The methods (called
compression schemes) for dividing a dataset into a dependent subset and an independent subset
are necessary for the application of this inequality and have been being developed. For example,
Brutzkus et al. [43] developed a compression scheme for two-layer neural networks trained with
stochastic gradient descent method. More generic compression schemes are still in the research

phase.
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6.2.7 Stability-based bounds

In the stability-based bounds, the generalization error upper bounds are estimated based on
the stability of stochastic algorithms. The stability of a stochastic algorithm A is defined by the
supremum € on the expected value of the incremental loss l(a‘l(s_{z})u{zr} , Z) — l(As,z) when
any one data sample z in the training dataset S is replaced by another sample z’, where Ag
is the hypothesis obtained by training dataset S with algorithm A. The small supremum e
means that the stochastic algorithm is less dependent on the training dataset S, in other words,
it is stable.

Based on the stability of the algorithm A for the dataset S (size: m), for the hypothesis
As

upper bound of the difference between the generalization error and the empirical error can be

. Where S is the subset of k samples (k < m) randomly selected from the dataset S, the

estimated by the following inequality [44].

IE(S~‘Dm, A) [L(quk) - Z'S(C’qsk)] =0 <‘/c(L(hW1) N L*) %F + CU% >

where c is a constant related to the step size in the stochastic algorithm, h,, is the initial
hypothesis derived from the initial weight matrix w;, L* is the minimum error achievable in
the hypothesis set H,and o isthe standard deviation of the stochastic gradient during training.
Although the generalization error L(hwl) of the initial hypothesis h,, cannot be exactly
calculated, it can be approximated by its empirical error fs(hwl) because the initial weight
matrix is generally random.

In the paper [44], upper bounds close to the generalization errors are estimated based on
stability, but the stability-based bounds require some conditions such that the loss function must
be smooth, and each data sample must be used once at most (one-pass). The research for

weakening the conditions (e.g., non-smooth loss function and multi-pass) has been ongoing.
6.2.8 Marginal likelihood-based bounds

Similarly to the sensitivity-based bounds explained in Subsection 6.2.5, the marginal
likelihood-based bound is also a special case of the PAC-Bayesian bound, but it uses the KL-
divergence between prior- and posterior-distributions of hypotheses instead of weight matrix.
The hypothesis h,, € H is a function derived from a weight matrix w € W, and in general,
several weight matrixes w,w’ are mapped into the same hypothesis h,, = h,,r. Therefore, the
KL-divergence between the prior- and posterior-distributions is less on the hypothesis set H
than on the weight matrix set W. It means that the marginal likelihood-based bounds are tighter
to the generalization errors than the sensitivity-based bounds. However, the marginal likelihood-

based bounds require the following two conditions.

- The training error of h for the training dataset S must be zero (i.e., Lg(h) = 0).

- The stochastic training algorithm must almost uniformly sample the zero-error region.
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If the two conditions are satisfied, then the following equation holds for any zero-error
hypothesis h € Hy(S) ={h € H | Lg(h) = 0},
P(h)

0 =575 where Mo(S) = 2 P(h)

REH(S)

where P(h) and Q(h) are the prior distributions (before training) and the posterior
distributions (after training) of hypotheses, respectively, and M,(S) is the probability of
selecting a hypothesis with zero training error for S in the prior distribution P(h), which
corresponds to the marginal likelihood of S. It has been shown that the stochastic gradient
descent method (SGD) tends to satisfy the conditions [45].

When the above conditions are satisfied, the generalization error upper bound can be
estimated by the following inequality [37] for the hypothesis h suchthatQ(h) =1 —y.

__1
m ) m—1

L(h) < 1—(W

It has been shown [45] that simplicity bias is imposed when weight matrixes are mapped
into hypotheses in neural networks. Consequently, even if weight matrixes are initialized with
uniform random numbers, the distribution P(h) of the hypotheses derived from the matrixes
is not uniform because simpler hypotheses (with lower Kolmogorov complexity) tend to have a
higher probability. In general, it is expected that real-world hypotheses (rather than, for example,
artificial random functions) have a kind of regularity and/or structure. Therefore, the probability
P(h) of ahypothesis h for the real world will be high, which means that My;(S) and y canbe
large, and then implies that the upper bounds can become small.

Valle-Pérez and Louis [37] proved some optimality of the marginal likelihood-based bounds
and performed experiments on the estimation of the upper bound by the two-class classification
problems but have not shown sufficiently comparisons with the other methods yet. The research
on the marginal likelihood-based bounds (e.g., multi-class classification and computation of

marginal likelihood) has been ongoing.
6.3 Conclusion

[t is still difficult for absolute evaluation of the generalization performance of hypotheses to
apply the methods for estimating the generalization error upper bounds introduced in this
chapter because most of the estimation result exceed 100% (i.e., vacuous). Most research papers
do not concern about the absolute values of bounds because they aim at theoretically explaining
the empirical phenomenon (e.g., generalization performance can be obtained even in over-
parameterized network) of deep neural network. Even though the estimation results of the
generalization error upper bounds exceed 100%, it is still useful as a relative generalization
measure for comparing the generalization performance of hypotheses, and such generalization
measures have been theoretically and empirically evaluated [40][46]. On the other hand, some

recent papers have been presented the methods for estimating the non-vacuous upper bound
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(i.e., less than 100%) of generalization errors and the upper bounds have been becoming close
to the generalization errors. For example, Zhou et al. [47] formalized a generalization bound for
compressed trained neural network and provided a non-vacuous generalization guarantee for
the realistic dataset ImageNet. And Garg et al. [48] proposed a method, named RATT, that
leverages unlabeled data to estimate generalization bounds and their several experiments
showed that the bounds are non-vacuous. We think that the generalization error upper bound

can be one of measures of generalization performance in a few years.
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7 Adversarial Example Detection

7.1 Research summary

With the goal of practically establishing a method for determining whether a given input
image is an adversarial example, we focus on the following points regarding attacks and
detection methods that generate adversarial examples. We are conducting a survey of typical

technologies.

-  Supporting adversarial example detection program code and confirmation by
computational experiment

- Reproduction of experimental results of adversarial example detection method papers

Adversarial example detection stands for detecting adversarial examples from given inputs,
and existing state-of-the-art adversarial example detection methods can be divided into four

main categories.

(D Metric based approaches (example [49])
(2 Denoisers approaches (example [50])
(3@ Prediction inconsistency based approaches (example [51])

@ Neural Network Invariant Checking approaches (example [52])

In this chapter, we report the results of additional test experiments to compare and evaluate

adversarial example detection methods based on each of these approaches @ to @. As
reported in the paper [52], it was confirmed that the approach of @ (NIC: Neural Network
Invariant Checking) shows the highest detection rate among @ to ®. In this follow-up
experiment, the published implementation code was used for @ to ®), but the implementation
code was not published for ®, so a computer experiment was conducted by implementing a
NIC according to the paper [52]. Therefore, this chapter mainly describes NIC ®.

After explaining the outline of the four approaches, the method of detecting adversarial
examples by the NIC is explained, and the implementation method is described. Finally, the
results of the follow-up experiments of each approach and the experiments by NIC are described.

7.2 Overview of adversarial example detection approaches

In this section, the four state-of-the-art approaches to adversarial example detection are
overviewed.

7.2.1 Metric based approaches

A method of performing statistical measurements of inputs (and outputs of each neuron) to
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detect adversarial examples, Ma et al. recently proposed the use of a measurement called Local
Intrinsic Dimensionality (LID) [49]. This method estimates the LID value that evaluates the
space-filling capacity of the area surrounding the sample by calculating the distance distribution
of the sample and the number of neighbors in each layer, and the adversarial example tends to
have a large LID value. It uses certain properties to detect adversarial examples. LID is superior
to traditional kernel density estimation (KD) and Bayesian uncertainty (BU) for detecting

adversarial examples and is currently the state-of-the-art technology for this type of detector.

7.2.2 Denoisers approaches

[t is a method of detecting adversarial examples by removing noise in a preprocessing step
for each input. In this method, the training model or noise remover (encoder and decoder) is
trained to filter the image so that the key components in the training model can be highlighted.
This filter can be used to remove noise added by an attacker to generate adversarial examples
and correct misclassification. MagNet [50] is a method of detecting adversarial examples using

detectors and reformers (trained automatic encoders and automatic decoders).

7.2.3 Prediction inconsistency based approach

A method of detecting adversarial examples by measuring the discrepancy between the
original neural network and the neural network enhanced by human perceptible attributes.
Feature Squeezing [51], the state-of-the-art detection technique of this method, can achieve very
high detection rates against a variety of attacks. Feature squeezing focuses on detecting gradient-
based attacks, focusing on the ability of attackers to generate adversarial examples through the
unnecessarily large input feature space of deep neural networks DNN. The procedure for

detecting adversarial examples by feature squeezing is shown below.

1. Apply squeezing technology (a technology that reduces the color depth of an image and
smooths the image) to the original input image to generate multiple squeezed images.

2. Input the original input image and multiple squeeze images into the deep neural
network, and measure the distance between the inference result (prediction vector) of
the input image and the inference result of each squeeze image.

3.  When one of the differences (distances) between the original input image and the
squeeze image exceeds the threshold value, the original input image is detected as an

adversarial example.
7.2.4 Neural Network Invariant Checking approaches
A method of detecting adversarial examples by measuring the discrepancy between the

original neural network and the neural network enhanced by human perceptible attributes.

Feature Squeezing [51], the state-of-the-art detection technique of this method, can achieve very
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high detection rates against a variety of attacks. Feature squeezing focuses on value invariants
(VIs) and provenance invariants (PIs) inside neural networks in deep neural network NICs [52].
The value invariant VI is the distribution of possible neuron values in each layer, and the history
invariant PI is the possible neuron value pattern of two consecutive layers (summary of
correlation between features across two layers). If an input violates these invariants, the input
is detected as an adversarial example. Train these invariant VIs and PlIs with benign input data
and model them as a one-class classification (OCC) problem that detects adversarial examples.
A higher detection rate has been reported than the methods based on (1) to (3) explained above
[52]. The outline and the implementation of the NIC system design are explained in detail in

Sections 7.3 and 7.4, respectively.
7.3 NIC system design overview

The procedure for building and detecting the NIC detector (steps A to C: during training, D to
E: during execution) is explained using Figure 7.1 [52]. This invariant VI, PI training uses only
non-adversarial benign data.

Original Trained Model
L1 L2

Training
Inputs

o oemes © 50507
© ®
' .0
L2
L
>
© ®

(OV(L‘-I, 1) OP(L1, L2, 1) ov(2.1) )

Figure 7.1 Outline of system design (Fig. 8 of thesis [52])
- Step A: Collect the output value of each neuron at each layer of each training data input.
- Step B: For each layer k (e.g, L1, L2), extract the submodels from the input layer to

the k layer and add a new softmax layer with the same output label as the original

model. Then create a derived model (DerivedModel in Figure 7.1)
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Step C: Enter each benign training data for all derived models and collect the final
output of these models (i.e., the output probability values of the individual classes). For
each set of consecutive layers, we train using the distribution of the classification

results of this derivative model. This trained distribution is the PI for these two layers.

Step D: Input each test data t (for example, the image of “4” in Figure 7.1) to all
derivative models in addition to the original model, and observe the activation value of
each layer of the original model. Collect the value OV (for example, OV(L1, t) in Figure
7.1) and the classification result (set) of the derivative model of consecutive layers.
From this classification result, the observed source OP (for example, OP(L1, L2, t), etc.)

is obtained.

Step E: Calculate the probability D that the OV and OP fit the corresponding VI and PI
distributions. The possibility that the input t is adversarial is predicted at the same

time by aggregating all these D values.

7.4 NIC system implementation

In order to detect adversarial examples based on NIC, a direct sum space (vector) is

constructed from Pl and VI, and an OSVM (One Class Support Vector Machine) for classifying this

vector is constructed. When the input to the layer [ of the trained DNN (Deep Neural Network)

model (hereinafter referred to as M) is x;, the output f; ofthelayer [ is given by the following

equation.

fi=0o(q w +b)

Where o is the activation function of the layer [, w/ is the weight matrix, and b, is the

bias. At this time, the direct sum spaces classified by VI, PI, and OSVM are obtained as follows.

VI calculation: The VI of each layer ! of model M is determined by solving the following

optimization problem.

VI, = min Z J(fioficioo fi(x) - wT —1)

XEXp
Here, | is the error evaluation function, and X, is the batch used to create M. Also, o

is a monoid, in this case a vectorized version of fj.

Pl calculation: PI;;,1(x) isbased on the classification output of the derived models of
the layers | and [+ 1. The probability that x is benign (non-adversarial) is

estimated by solving the following optimization problem.

PI;;4,(x) = min Z J(concat(Dy(x), Dyy1(x)) - wl — 1)

XEXp
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Here, a derivative model D; of the layer [ is defined as follows, with the softmax layer
added after the layer L.
D; = softmaxe fjofj_qyo-0of)

- Direct sum space of PI and VI: From the VI and PI obtained by the above optimization,
the following direct sum space (vector) is created for each batch of training data of
model M.

VI, ®PL, ® VI, ®Plys-Vig® Ply_1 5 ® Vi
This vector is L X 3 dimensions (L is the number of layers of M), which is the vector
space (direct sum space) of the number B. The NIC performs OSVM on this space.

7.5 Computer experiment

In order to confirm the effect of adversarial example detection technology (NIC), the

experiment of the paper [52] was retested in the following experimental environment.

-  Hardware environment: AIST ABCI [53]

- Datasets: Two common image datasets, MNIST [54] and CIFAR-10 [55], were used for
image classification experiments. MNIST is a grayscale image dataset used for
handwritten digit recognition, and CIFAR-10 is a color image dataset used for object
recognition. For NIC, we also conducted an experiment on LFW (face image) [56].

- Attacks: Non-targeted attacks (FGSM L2,L*), targeted attacks JSMA, and gradient-
based attacks (CW L?) were used to generate adversarial examples. The Cleverhans
library [57] was used to implement FGSM and JSMA

First, in order to evaluate the adversarial example detection method based on each of the
approaches @ to ®, the published implementation code of LID [49], MagNet [50], and feature
squeezing [51] was used to evaluate each paper. A follow-up experiment was conducted. As a
result, the detection rates reported in each paper could be confirmed, and among these three,
feature squeezing showed the highest detection rate.

Next, in order to evaluate the adversarial example detection method based on the approach
@, an experiment was conducted using the NIC code implemented in Section 7.4. Table 7.1 to
Table 7.3 show the results of adversarial example detection and computational experiments on
the MNIST, CIFAR-10, and LFW datasets, respectively. Here, the correct answer rate is the rate at
which adversarial examples are input to the classifier (OSVM) described in Section 7.4 and are
determined to be adversarial examples. The CNN model used in the experiment is LeNet5, and
the OSVM Kernel is RBF (MNIST: y = 0.1 to 0.27, CIFAR-10: y = 0.11 to 0.2, LFW: y = 0.005 to
0.90). In the results of this experiment, high detection performance was confirmed not only for
the dataset and attack method reported in the paper [52], but also for the unreported dataset
LFW and attack method (FGSM L).
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Table 7.1 Adversarial example detection computational experiment results for MNIST dataset

Data Set | Attack Invariant Performance | Number Performance reported
of data in the paper [52]
MNIST FGSM L2 VI 97% 2800 100%
PI 98% 84%
NIC 97% 100%
FGSM L* VI 98% 2800 —
PI 98% —
NIC 98% —
JSMA VI 100% 280 83%
PI 100% 100%
NIC 100% 100%
Cw2 VI 100% 280 95%
PI 100% 96%
NIC 100% 100%
Trojan VI 100% 3200 100%
PI 100% 100%
NIC 100% 100%

Table 7.2 Adversarial example detection computational experimental results for CIFAR-10 dataset

Data Set | Attack Invariant Performance | Number Performance reported
of data in the paper [52]
CIFAR-10 | FGSM L2 VI 99% 6400 100%
PI 99% 52%
NIC 99% 100%
FGSM L® VI 100% 6400 —
PI 100% —
NIC 100% —
JSMA VI 97% 320 62%
PI 95% 100%
NIC 96% 100%
CW2 VI 98% 320 88%
PI 95% 89%
NIC 96% 100%
Trojan VI 100% 3200 100%
PI 100% 100%
NIC 100% 100%
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Table 7.3 Adversarial example detection computational experiment results for LFW dataset

Data Set | Attack Invariant | Performance Number Performance reported
of data in the paper [52]
LFW FGSM L2 VI 98% 28222 —
PI 98% _
NIC 98% —
FGSM L* VI 100% 2822 —
PI 100% —
NIC 100% —
JSMA VI 100% 280 —
PI 100% —
NIC 100% —
CW2 VI 100% 840 —
PI 100% —
NIC 100% —
Trojan VI 100% 3200 —
PI 100% —
NIC 100% —
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8 Al Quality Management in Operation

In this chapter, we report on the results of a survey on the latest technologies for detecting
changes in data distribution over time, called concept drift, and adapting machine learning
models to the changed distribution as a technique for Al quality management during operation.

Concept drift is one of the main causes of performance degradation of machine learning
models running in Al systems during operation. In order to maintain quality that is satisfied at
the beginning of the operation of the system throughout the operation period, it is necessary to
continuously monitor whether drift occurs or not. In addition, if necessary, we retrain the
machine learning models in the system with the latest data to adapt them to the distribution of
data changed after the drift occurs. As the use of machine learning technologies has been
expanded in recent years, Al systems operating with such technologies will require processing a
large amount of data without their true labels (ground truths) in a short period of time, including
types of data that have not been handled in the past.

In the fiscal year 2019-2020, we conducted a survey on the latest technologies for detecting
and adapting to the concept drift to maintain the performance of machine learning models
during operation. As a result of this survey, we found that most of the methods developed so far
are supervised methods that use true labels of data additionally acquired during operation for
the detection and adaptation. However, such true labels are not always available or are often
costly even if they are available. In order to expand the applicability of the detection and
adaptation methods and reduce their operational costs, we found that an "unsupervised
method" that does not use the true labels or a "semi-supervised method" that uses only a limited
number of the true labels is promising. We summarized the results of the surveys organized and
discussed from this perspective.

For details on the survey on detection methods, see Section 7.8 of the Machine Learning
Quality Management Guidelines [1]. In addition, adaptation methods are summarized in our
survey result [58]. Table 8.1 shows the comparison of our survey with the other existing surveys
on concept drift detection and adaptation methods. Gama et al. summarized their survey result
in [59] and Lu et al. added recently published drift detection and adaptation methods in [60].
Those survey papers mainly focus on introducing "supervised" methods that use true labels of
operational data for drift detection and adaptation. On the other hand, Ishida et al. introduced
"unsupervised" concept drift detection methods that do not use true labels of data for drift
detection in [61]. In comparison with those existing survey results, we introduced
"unsupervised" and "semi-supervised" concept drift adaptation methods that do not use or use
only alimited number of true labels as mentioned above. Furthermore, we introduced those drift
adaptation methods based on the characteristic of each method. In detail, we listed ten
remarkable unsupervised/semi-supervised drift adaptation methods and classified them
according to: i) types of drift that can be dealt with effectively, ii) processes where true labels of
data are required during operation and the percentage of the labeled data used in verifications

shown in the papers, and iii) machine learning models or clustering methods used in each
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method. Finally, we closed our survey by discussing further development of unsupervised and
semi-supervised concept drift adaptation methods using knowledge obtained from relevant

unsupervised domain adaptation techniques.

Table 8.1 Comparison of survey papers on concept drift detection and adaptation

Detection Adaptation
Supervised Gama et al.[59], Lu et al.[60]
Unsupervised / ) Okawa and Kobayashi [58]
. . Ishida et al.[61]
Semi-supervised (Ours)
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