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STAR™ LEVELS OVERVIEW STARt* 1) 7 ¢ BB

STAR FEHAM &5 UVREE

> LA .
)7°|:|/§’f 9\\5 E,quﬁﬁ (t)l/77t;(} > I\) STAR Level 3
> LAJL2

STAR Level 2

. Level 2 + Continuous Self-Assessment
Continuous

> E=FEL /B A FILEA

> CSA STAR Attestation :  SOC2 + CCM

> CSA STAR Certification :  ISO/IEC 27001 + CCM
>CSA C-STAR: GB/T+ CCM

TYPE OF AUDIT

STAR Level 2 3rd Party Certification GDPR CoC Certification

> LAXNJL3
)"ﬂi"fﬂ,E’J:E 3 1) /7/%4’_"%% %’::. STAREREE L~ ) START S A /N —EBEE
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STAR Registry :  TRANAZDEILITITERA AL FDFER Z N

Learn abeut Clousd Sacuity Allars

Membership » Assurance » Edug Community » About »

CSA STAR Registry

Security Trust Assurance and Risk Registry
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CONSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v4.0.2
MW @

CSP Implementation

CSP CAIQ SSRM Control

Answer Ownership

CSC Responsibilities
(Optional/Recommended)

Question ID Question Description

(Optional/Recommended)
Are baseline requirements to secure different applications established, documented, Microsoft Azure has established
' . and maintained? baseline configuration standards and
“ ALS 2 procedures are implemented to
e -m[)nfmr for _(Dmplian(e agai-ns(- these
100 Percent IT, Ltd. Are technical and operational metrics defined and implemented according to Microsoft Azure and Dynamics
100 Percent T offers a wide rangs of managed | T services and support. Gur 4 and , over the lst bwe AlS-03.1 business objectives, security requirements, and compliance obligations? manage Security and Privacy key
decadas. Regardless of business size and industry sector, we understand how to implement the selutions you need for today and years ta com, performance indicators (KPls) to
Begistered since: Februsry 16, 2018 CSP-owned B s PP
Is an SDLC process defined and implemented for application design, development, es Microsoft Azure's software Customers are responsible for
deployment, and operation per organizationally designed security requirements? development practices are aligned developing and following a secure
U] with the Microsoft Security software development program for
3DGIS srl Development Lifecycle (SDL) the customer environment.
Shared CSP and CSC o . )
Bulton s year ceperence G":‘” desigrsmnd I "‘"‘“"’“’:‘el'f.‘z:“;:‘::m:; :;l‘:“;::“':’:;::‘f’::::;:::‘::';g:;mw“ Does the testing strategy outline criteria to accept new information systems, es Microsoft Azure has established Customers are responsible for
I upgrades, and new versions while ensuring application security, compliance adherence; software development and release  developing and following a secure
‘ AIS-05.1 and organizational speed of delivery goals? management processes to control software development program for
implementation of major changes. the customer environment.
Shared GSP and CSC Security testing is performed in the
Is testing automated when applicable and possible? Microsoft Azure perform security Customers are responsible for
testing in the impl tation developing and following a secure
AlS-05.2 verification and release phases of the software development program for
5l :  Microsoft Azure®Star1
vy A 1
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CCM. CAIQ#iE BRI LT T

ISO/IEC 27001

> CCM (Cloud Control Matrix) g”gg §P8OO 3
CSANRRMT SV 5O X)) T4 EEHRE - PCIDSS
P1TRAL Y, 197TDEERK » FedRAMP
> AlEF YT 4 ITRG T Fra Y J VWV M

> Implementation Guidelines (CCMMDEZEZEMITHA F) bbm

> Auditing Guidelines (CCMDEEZERITOHA K)
> Scope Applicability (Mapping) (LDHREEDTVELD)
> CAIQ (Consensus Assessment Initiative Questionnaire)
dCCMDEZEAY FEA—ILOREEZTL—I 3oL, Fz v IR ME
> BfEM
>261{&
DAEF ) T4 ITHRTEHFR
> CSP CAIQ Answer :  BERIZxtd 2CSPOEEMEER (Yes/No)
> CSP Implementation Description :  CSPA LD EIFEHR (T a V)
> CSC Responsibilities ; CSCOEEFEEDOHME (AT 3 V)
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CSAAIBEEZ B

— Valid-Al-ted

— Al Controls Matrix (AICM)

— STAR for Al

— Compliance Automation Revolution (CAR)
— Al Safety Initiatives
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Valid-Al-ted (2025457 )

> LLMT., CAIQFE @ L R— k&4

> LLIMIZ & 5 CAIQF i 74T CE C MBI D Ef#E 1t R £
> CAIQ® TCSP Implementation Description] MDAA % Al T &E(ff
> CCM® T Implementation Guidelines | &1
> BT H L. Valid-Al-ted/Ny DHFEITI N, STAR RegistrylZF« R

CSP

CSC

Auditor
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Valid-Al-ted/Ny PIZ K YBEADSEHAN - EHEMETT Z LM ATHE

959 RY—ERBEEDHERL, AIZKZ8ITICKY., GEFLYZFEND
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Al Controls Matrix (AICM) (1) (2025468m18)

DIUTORIZE TS X127 CEEEDEVAIVATLEBEZED-OOEEREKE
DAEEDY R EFEL, EE VAN
DEFEHENDE VAR T LEEE CCMMDAIY 59 KHkiE
D> ERELE(ZFEH

dCCMERLITL—LT—Y (CCMZHL5ER)
PAICMEFIZEMEINT= F A4 >hHModel Security(MDS)
DENUNDITO KAAL UIE, CCMD FAA VIZAICME L TOEERH R

>EHEKZE. AlAIT (Al-Specific), ¥ 5™ FRIT (Cloud-Specific). Al&ED 5 AR 1T
(Cloud&Al-Related) THAR

Artificial Intelligence Controls Matrix

Audit & Assurance X dentity & Access Management
B8 Application & Interface Security Interoperability & Portability
Business Continuity Mgmt & Op Resilience I Infrastructure Security
[€99 Change Control & Configuration Management Logging & Monitoring
Cryptography, Encryption & Key Management EEH Model Security
E=E Datacenter Security EZ Sec. Incident Mgmt, E-Disc & Cloud Forensics
EEJ Data Security & Privacy Supply Chain Mgmt, Transparency & Accountability
[d Governance, Risk Management & Compliance Threat & Vulnerability Management
LB Human Resources Security PEJ Universal EndPoint Management
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Al Controls Matrix (AICM) (2) Al n- a

Artificial Intelligence Controls Matrix

> AICMDIRE DR EIR R
DR TH - MNBEAERE SN TULSES (MappinglZD W TIXIREF R TBSIAIC4 &

NIST Al 600-1 (2024) Z 2 {it)
SEDFE
> |1SO42001EMR Vv EVYS (BREARHALE 1 —d)
> Implementation Guidelines (IR#EXARL E 2 —)
DEUAIActEDI Vv E VYT (E¥EH)
> Auditing Guidelines (fEZ)

AI ﬂl a

Artificial indeMige m:l-('nn! rods Madrl

” | |

Implementation Auditing . -
| . Al-CAl plen iy M
@ Core Controls &5 CAIQ Guidelines Guidelines & PPN

ISO 42001, NIST Al &00-1, EL
Al Act, BSIAICA Catalogue

Type, Ownership-Applicability,
Relevance, Lifecycle, Thraat
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STAR for Al

(AIZEELF=Y5Y FOT=ODSTAREZIHLE)

> CSASTARDIGEIZKBAIEYV SO REERLUVI VI —TS5A4A X1 —H—
mITEREETOT 5 LA
> Al Controls Matrix (AICM) %z {£ FH
> R
QAIE. /S5SHRTAnNA A, SaaS7TaOnNA A, AILR3—TF54 X1—
-|j=‘_

>START AT S LDLEIZ, AIDT=HDSTARZIEE
>STARD 7 L—LT—Y %#;E5H STAR™ LEVELS OVERVIEW

> STAR for AIL N JLT - Self Assessment & Valid-Al-ted e

> STAR for AILAJL2 — 3rd Party Audit
DTN D —LLRGET . STAR Level

> 40004t A ED Y 59 BT ONS F—DERER

DB, FR. BETIRL A
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STAR for Al

CSP

CSC

Auditor
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Compliance Automation Revolution(CAR)

Compliance Automation

REVOLU

) :II:R
DAVITIFATUVARIRDA NN I SO REX ) T DREHER
DRUDAVTSATUARAEBEHIZH LT, REDEKRTODEXT Y T4 REIZDIEA D> TULVELY

>GRCA—HF—M60%MNWNFELIZRATLY FO— FTIRTEEE (S8 : Coalfire Compliance
Report 2023)

> HOW
QAICKD0TSAT7 U ADEENE
PWMGEMLEE=_F) I T7—FTIOFvIZ&Y., BBEZUTILEALTERE
DIRE - OB Y AAEERIEENF-BEIL—LT—ID=DIZE/AIZFIFH
QAIZFRALE-REIDORIHICEY ., EHLTEGHTHAE
DEESTTDI-HDERA
PEFIELIN-BEEEROTAKMIEKY., FEHIZKDHF—/N\—~y FZHERR
YL Y= I DAVTZTAT VO RABIEFTREIZT 5424 (OSCAL)DFIH

cloud
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AIEEFHDF & &

1. BREHANFTURITIL—LT—45 LDEE
PCCMZEEBL L., AIRITEERZEML =R (AICM) #EH
>1SO 42001, NISTAIRMF, EU Al Act I E DR - FZRHN LDy ELY

2. STAR for Al MEREFYLEE

PHREED CSASTART OY 5 L#AIFBIEICHRR, Al —E RIBHEEE - SaaSR 4 — - TV
B—TS54 XA A—F—DEFEMEZAIHRIE

QAICMZFRAL T, AIBEY—EXD X2 ) T4 BAE Z 55 - 525

3. Al2&5a2VT35347AEEE
D> Valid-Al-ted 70455 L
>Al (LLM) TCAIQ:FHfi Lh— ~ZBEEfEHT L., SHEDRE LDERIELZERE
2 Compliance Automation Revolution (CAR)

)EF‘ZAI?\_’*FHL\’C HHEZHEODHT - EF' - TA M2BE#ET HHY HH

S~ A -I'f" security
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