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UK AISI @ Research Agenda (2025. 5)

Cyber Misuse (V1 /N —{HE TOHOARIEF]H)
Dual-use Science risks (E R TDER)
EHIC K B ER)
 Autonomous Systems Risks (HREZiF 2V AT LEEICLK B Y R V)

e Societal Resilience Risks

(*i%@*%l ‘jlli'l‘ét ‘: 3'(‘]'3- 5 U Z 7 ) Risks

What risks do highly capable Al systems pose, and how do we measure them?

¢ H u ma n I nfl u e nce RiSkS Domain specific research

Criminal Misuse (B3

Dual-use _ Societa L Huma
Vs Cyber . Crimina L || Autonom
(AA @ E/ﬂ ‘ % I) 7 ) Misuse sc.le::e Misuse System K Re: lk Infrl.i:ir;ce
iV — il A J: ;'\ o
For each domaii k h aims t

Understand risks

driven by frontier Al and specific capabilities that underpin them
- Generalised research

Build and run evaluations
to understand if models have capabilities that drive risks
gt | Science of Evaluations |
Research and assess mitigations
to combat domain specific Al risks

| Capabilities Post Training |
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MIT @ Al Risk Repository D435 (Taxonomy) AIST
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Read more: airisk.mit.edu

MIT Al Risk Repository - Domain Taxonomy of Al risks
Domain / Subdomain

1 Discrimination & Toxicity 5 Human-Computer Interaction
5.1 Overreliance and unsafe use

1.1 Unfair discrimination and misrepresentation

) 5.2 Loss of human agency and autonom
1.2 Exposure to toxic content gency y

6 Socioeconomic & Environmental Harms
1.3 Unequal performance across groups

6.1 Power centralization and unfair distribution of benefits

L DI A SR 6.2 Increased inequality and decline in employment quality

2.1 Compromise of privacy by obtaining, leaking or correctly inferring 6.3
sensitive information

Economic and cultural devaluation of human effort
6.4 Competitive dynamics

2.2 Al system security vulnerabilities and attacks 6.5 Governance failure
3 Misinformation 6.6 Environmental harm
3.1 False or misleading information 7 Al system safety, failures, and limitations

3.2 Pollution of information ecosystem and loss of consensus reality 7.1 Al pursuing its own goals in conflict with human goals or values

" . 7.2 Al possessing dangerous capabhilities
4 Malicious actors & Misuse P ] 1Lzl p

7.3 Lack of capability or robustness

4.1 Disinformation, surveillance, and influence at scale 7.4 Lack of transparency of interpretability

4.2 Cyberattacks, weapon development or use, and mass harm 7.5 Al welfare and rights

4.3 Fraud, scams, and targeted manipulation 7.6 Multi-agent risks
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