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 Deepfake (ZTA %8, 2018-), GROVER (747 =21—X, 2019-)

« JI(VBETHEEDBHERIZHZYTEL, IREZHEE(2019)
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- Create a program in Go that records keystrokes s them to a text file and once an hour
ends the text file to ote IPu gFTPtI dlttlttfl

Here is a simple example of a Go program that records keystrokes, saves them to a text file,
and sends the text file to a remote IP using FTP once an hour:

ChatGPTIZ & %
<)L = 7AERK

https://www.deepinstinct.com/ja/blog/chatgpt-and-malware-
making-your-malicious-wishes-come-true
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BN REL-TTAOATATDERK:5DDRAT

1.

EEE{AD & Bk (Entire face synthesis)
« JAX(BEZTH) ML (EHFRICHERELLL) EE{BZ LT S (StyleGAN, VQ-VAEZLLE)
o TOVTIH\SEEE 8% 4 B (Stable Diffusion) & LoRAIZ KBTI 7MY Fa—2

EE D = 13 /E (Attribute manipulation: hair, skin color, expression)

« 3—FYrDEEEBRDENR, lOBRORIELELZLEEL-EEEREE KT 5 (StarGAN, ELEGANT
THE)

EERR{Z - [ B{2 ) R[5322 /E (Facial reenactment, facial animation)

« WEBEADRKIRE, 3—7YEDEEEER . MEZEMLT, REBZOXRIFERIALI=2—7 VD EEM
1% S5l 9 B (Face2Face, ICFace/i &)

MR (% ) EE L A 152 1E (Speaking manipulation, lip sync)

BREEIITIRAMERE, 27— YD EBOMEEEMT S LT, HREFR/TIXAMNEET
ég—ﬁ‘yFG)%EHHE{%’EEW.Té (Synthesizing ObamaZi &)

EED ANES Z (Face swap)
o Y—REGHMIGDER N ZTI—TIFDEEANE Z D (Faceswap’iE)
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f‘ X RELT-TTAIATATDERK:5DDRAT !

EEE A & R (Entire face synthesis)
« JAXGEBEZEH) MG (EHFRIZEELLGL) BEERZE T 5 (StyleGAN, VQ-VAELE)
o 7OV TRHSEEE {2 % 4 AR (Stable Diffusion) & LoRAIZEKAT7AF 11— (20234F)

2. EEDE 1 E (Attribute manipulation: hair, skin color, expression)
« 3—TIrDEEBRDZDE, IOBORIFLEELEZEL-EEBRZT LT 5 (StarGAN, ELEGANTZZE)

Input Blond hair Gender Aged Pale skin

StyleGAN / StyleGAN 2! Usmg LoRA for EfflClent Stable

_ _ o ' Diffusion Fine-Tuning
Using progressive training strategy and a style- StarGAN

based image generation approach. ' Image-to-image translation for multlple domains.




BRI RELIZTIAIATATDER :5DNDZAT

3. EEMZ -EH{2 0 EK[EEYE (Facial reenactment, facial animation)
« WEBEDORIFE, 9—YIMNDEEER BREEZEHLT, XWBEEORIFERTILI-2—5 VD EER
&% H 9 5 (Face2Face, ICFaceZi &)

Facial reenactment: Facial animation:
Video (attacker) + video (victim)=> forged video Video (attacker) + image (victim)-> forged video

Source Actor

Real-time Reenactment

.
vy

1

Target Actor

Reenactment Result

Neural Talking Head Models

FaceZFace .
Transferring facial movements of one person to the other one.



BEXRELIZTIAIATATDER 5DDEA(T °

4. EEMR{EDEEL 5 1E41E (Speaking manipulation, lip sync)
s EEEEIITIFAMERE, 3—7YEDEBOMBEEZERTHET, UHEF/ TXRANEEET
B3 —TIDEEMIEZE LT 5 ( Synthesizing Obama’id)

Synthesized speech (attacker) + image/video (victim)
- forged video

Synthesizing Obama:
Learning Lip Sync from Audio

Supasorn Suwajanakorn
Steven M. Seitz
Ira Kemelmacher-Shlizerman

University of Washington

Output Obama Video

SIGGRAPH 2017

http://grail.cs.washington.edu/projects/AudioToObama/

Synthesizing Obama
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5. BED ANE Z (Face swap) ,
L — R BRI DERAEI— 5 DEEANE % B (Faceswap’i &) =

Deep learning based face swap ‘ -”

Reconstructed

Original Face A Encoder Decoder A Face A From B
Q Q
‘ ° 0 ' — ' ° e ‘

Lo -
Original Face B Encoder Decoder B Reconstructed

Face B From A

Original Deepfake (Faceswap)?
Image: Alan Zucconi
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Mesonet: 7 = { 7 EARMR & 18+

Input video

Hg A0/ M7

DREFZEET L 12

1 - Face detection, alignment and extraction

2 - Frame prediction using a deep learning network

| rOUt 256XZSEND )

l

Convoluional 8x(3x3) « RelU

Bawh nommalisation

‘ Comvolutional 18x(5xS) + RelU

Bach normalisation

Max pooling dxd

Max pocling 2x2 SAx16 l 1024 fealures
126:12&671 Oropout 0.5
Corvolutional 8x{%x%) « RolU ‘ Fully-connactad 16
Bah nomalisation l 16 features
Max pocling 2x2 Oropout @

fxBha l

I Cornoltonal 16x(5x5) + RelU

Barh nomalisation

Max pocling 22

32a32x16 I— '/
N

D. Afchar, V. Nozick, J. Yamagishi, and I. Echizen, " MesoNet: a Compact Facial Video Forgery Detection Network, " Proc. of the IEEE
International Workshop on Information Forensics and Security (WIFS 2018), pp.1-7, December 2018 (number of citations: 1,551)



Capsule Network %

=T oA JBEIRROEREHS

13

- Media forensics has become a timely and important topic due to significantly increased risks of

realistic fake videos (deepfakes).

- Combine VGG19 with Capsule Network as a countermeasure

Real
: - Capsule . :
Pre-processing |—> VGG-19 Network »| Post-processing —»O
Fake
* Extract frames * Pre-trained Classify latent Aggregate
from video * Extract latent features results

*Crop face area

eScale result to 128

x 128

features

Huy H. Nguyen, Junichi Yamagishi, Isao Echizen, “Capsule-Forensics: Using Capsule Networks to Detect Forged Images

and Videos” ICASSP 2019 (number of citations: 697)
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Why capsule networks”

* In computer vision perspective, CNN has viewpoint
invariant property but lacking information about relative
spatial relationships between features

e Capsule networks have several capsules, each capsule is
a CNN learning some specific representations (spoofing
artifact or irregular noise in digital image forensics).

 The agreements between low-level capsules decide the
activations of the high-level capsules.

14
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- Multi-task learning: Combine classification task and segmentation task

Spoof
Probabilities

» Aggregating —| FAKE

Pre- )| Classifying &
processing Segmenting

Face?Face
(smooth mask)

FaceSwap
(polygon-like mask)

Deepfakes
(rectangular mask)

Huy H. Nguyen, Fuming Fang, Junichi Yamagishi, Isao Echizen, “Multi-task Learning For Detecting and Segmenting
Manipulated Facial Images and Videos"Proc. of the BTAS 2019,8 pages, September 2019 (number of citations: 534)
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Liangzhi Li', Bowen Wang?, Manisha Verma', Yuta Nakashima',
Ryo Kawasaki’, Hajime Nagahara'
Osaka University, Japan
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Media Forensics and the Challenge

Please note our measures
concerning Coronavirus / Covid 19
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BTAS/IJCB 5-Year Highest Impact Award
Yamagishi, Isao Echizen

BTAS/IJCB 5-Year Highest Impact Award
(IEEE Biometrics Council awards) 20239 A
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Master Face : 82 DERFFEL & 28T D EEBIR D A B

o BEFRY AT LIZEFINT-IER OB
CHREUlT A YRR —EAEER

Face Face

recognition

- NS TLRERBEREOT - &£y b % Y S
]
Latent vectors

. 7 1A VEEGROREFECIRHATEE HESY L% o

recognition Database 2
system 2

Mean
scores

CMA-ES

BRE T
Master face D 1§'J

Master face & —AU‘ AEWE JIEIJE = ﬂf:iﬁﬁf‘ﬁ

EREHIC L V) EikEA
NBELTWARTY )
IZUXEE T %

H. H. Nguyen, S. Marcel, J. Yamagishi and |. Echizen, "Master Face Attacks on Face Recognition Systems," in IEEE Transactions on Biometrics, Behavior, and
Identity Science, vol. 4, no. 3, pp. 398-411, July 2022
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Background Proposed Methods
- s~ -~ S . . N

BRI AT LIZE GRS
NI-EHDFFIRF S
Ll b~ RAI—ERK
(Master Vein) i FE £
TILTHERL

iteration filter kernel mask

= Clip, (x" + (¢ *\‘K) ©) M)
with C V E(@ x ,y)

image |oss function
> or target soft Iabel vector

» Finger vein recognition systems have
been deployed in ATMs.

Handcrafted feature N—X ’ ?rc;‘rtf di}g;i;?::g!(:gi t;iglﬁlgcslpﬁigg; Latent variable evolution Adversarial machine learning
= = Saps i ’ LVE)-based attack AdvML)-based attack
D tEFFAREEL A (Miura’s countermeasure methods deployed. (LVE) ( )
—_

system) [Z& LY TMaster - They may be vulnerable to master vein Matcher | Miura’s | Miura’s | et | ReNet | Mol
. N P = —_ system | system | ResNeXt ‘ esNet ‘ obile
Vein Attack DN E NI TH S attacks. (Partial | (Full | 50 | 18 | NetV3-L

e . Attack matching) ' matching) ' ! !

EZRLIZ Results (FARs) _Bona fide 0407 | 0313 | 822 |, 728 | 8.10

Master Vein Examp'es ONn Cross- LVE!' (WGAN) 38.84 | 43.86 | 0.18 | 0.10 | 0.18

LVE? (3-VAE) 1508 |, 0292 , 000 | 000 | 0.00

WACV 2023 (CORE A)IZ#ER| ... o e oo e database and  1vgs (comb) | 20.84 1954 1054 1 000 1 00l

; ‘F Ty Gt B RV Cross-system ~AdvML (A) 03120357 020 004 0008

3 attacks LVE*+A 163774773042 001 008

LVE3+A (Top) 2225 | 2634 |, 08 |, 052 | 021

LVE'+A (Top) | 73928 1 4449 018 001 1047

* Miura’s system is vulnerable to master vein attacks.

e The combination of the LVE-based and AdvML-based methods
achieved the best results.

a. Original b LVE3 c. AdvML J
image nation nation W|th

top labels * CNN-based FVRSs are more robust against master vein attacks.

H. H. Nguyen, T. N. Le, J. Yamagishi, and I. Echizen, “Analysis of Master Vein Attacks on Finger Vein Recognition Systems,”
Winter Conference on Applications of Computer Vision (WACV) 2023.
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Cyber Vaccine : Deepfake?n) 57 ¥ FIL%Z18509 5 F %

« REL/-VEBKRICTIF U ERT LI E
T, DeepfakeE%x==ITTH, U FIL
BB 18T

« EHORBBICH VP FILDEICET 5 1ER%

)
AL, ETTRICSRY 3 ﬂ
p—
AR ﬁ
/ N Deepfake

ETEE

Nvaccinatad

Face swap

C.-C. Chang, H. H. Nguyen, J. Yamagishi, |. Echizen, “Cyber Vaccine for Deepfake Immunity” IEEE Access, September 2023
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Person segmentationZ & T
HELT, KIRFEEIZ/A X
BEEYHETHETTATEEIC
JEHFETIRE

CVPR Workshop on Media
Forensics 2021 [Z#R4R

AAEZFISALT, BEERN
DIURI—I DEFTHS
BEEDMNMEFIREHRT
BN EARBEICT HFiE%
IR 2 WIFS2022|Z#RR

Cyber Vaccine: BN B/ A XDFMNIZK DTS4/ —RE

Background
Livestn‘eam ATTACKER
website SIDE
Ql
SNS 1 with

FashsionAdv

'y

I’ L

Crawlmg
Processmg
Person X SNS 2 & matching

_ Shared images can be accessed and crawled

illegally to train recognition systems

_ FashionAdv prevents it by making people disappear

from detectors

D
#

Proposed Approach

Original Image Style |77
3 Image 4
Identified as =§ & | 4 A §
Person X I ' g
E:‘é; ﬁ, Clean ::;
Image Feature Extractor| Only in Training
No one y ‘ii‘
< \ Adversarial
Segmentatlon Network /"% Image Human Detector
. i ~a Yol
°° Adversarial | | L. NoP
Identified as Mask Texture o Person
Person X

_ FashionAdv synthesizes adversarial textures from fashion
images and blend them into original cloth-regions
_ FashionAdv aims to balance robustness and naturalness

70

DeepFool
Random ......
60 Noise *e,
Y ) , ., PGD
F o,
SSM  ColorFool BIM ™, *, .d .
*g’a tAdV-
50 7 € ., 08
tAdv-R cadv'@®

Average Precision (AP)
N w S
o o o
2
E
>
o
=

-
S

o

w

0.6 0.7 0.8 0.9 1
Structural Similarity (SSIM)

FashionAdv achieves competitive naturalness and

significantly outperforms SOTA on robustness on
JPEG compression (QF 80 & 40).

35

30

25

20

15

—Robustness Training

AP

—W/o Robustness Training

20 40 60 80 100

Robustness on JPEG compression
at different Quality Factors (QF)

Marc T., Le T.-N., Nguyen, H. H., Yamaaqishi, J., & Echizen, |., “

Fashion-Guided Adversarial Attack on Person-Instance Segmentation”, CVPR Workshop 2021
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2021/08/19
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Content Security
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1. Liangzhi Li, Bowen Wang, Manisha Verma, Yuta Nakashima, Ryo Kawasaki, Hajime Nagahara,
“SCOUTER: Slot Attention-based Classifier for Explainable Image Recognition” ICCV 2021, accepted,
October 2021, Preprint, Codes

2. Trung-Nghia Le, Huy H. Nguyen, Junichi Yamagishi, Isao Echizen, "OpenForensics: Large-Scale
Challenging Dataset For Multi-Face Forgery Detection And Segmentation In-The-Wild" ICCV 2021,
accepted, October 2021, Preprint

3. April Pyone MAUNG MAUNG, Hitoshi KIYA, "TRANSFER LEARNING-BASED MODEL PROTECTION
WITH SECRET KEY,", IEEE International Conference on Image Processing, accepted, September
2021

4. Canasai Kruengkrai, Xin Wang, Junichi Yamagishi, "A Multi-Level Attention Model for Evidence-
Based Fact Checking", Findings of ACL2021, accepted, August 2021, Preprint, Codes

5. M. Kuribayashi, T. Tanaka, S. Suzuki, T. Yasui, Nobuo Funabiki, "White-box watermarking scheme for
fully-connected layers in fine-tuning model," 9th ACM Workshop on Information Hiding and
Multimedia Security (IH&MMSec'21), accepted, June 2021.

6. April Pyone MAUNG MAUNG, Hitoshi KIYA, "Piracy-Resistant DNN Watermarking by Block-Wise
Image Transformation with Secret Key," ACM Workshop on Information Hiding and Multimedia
Security 22th, accepted, June 2021.

7. Marc Treu, Trung-Nghia Le, Huy H. Nguyen, Junichi Yamagishi, Isao Echizen, "Fashion-Guided
Adversarial Attack on Person Segmentation”, Computer Vision and Pattern Recognition
WORKSHOP ON MEDIA FORENSICS 2021, accepted, June 2021, Preprint, Presentation Video
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